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Web Operation Guide About This Document

About This Document

Purpose

This document describes the main functions and operations of thatertace for IP cameras. It includes
instructions for:

1 Network access
1 Network configuration
1 Troubleshooting

Intended Audience

This document is intended for the following users:

1 Technical support engineers
1 Maintenance engineers
7 IP camera operators

Symbol Conventions

The following symbols are used in this document to indicate important safety information and tips:

Symbol Description
Indicates an imminently hazardous situatmmch, if
DANGER | hot avoided, will result in death or serious injury.
Indicates gotentially hazardous situation which, if n
WARNING avoided, could result in death or serious injury.
Indicates a potentially hazardous situation which, if
CAUTION | avoided, may result in minor or moderate injury.
Indicates gotentially hazardous situation which, if n
NOTICE avoided, could result in equipment damage, data lo

performance deterioration, or unanticipated results.

NOTICE is used to address practices not related to
personal injury.

m Highlights important informatiorbest practices, or
NOTE useful tips not related to personal injury, equipment

damage, or environmental concerns
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1 Quick Overview

1.1 Login and Logout

A CAUTION

Use a supported browser such as Microsoft Edge, Chrorkéredox to access the web
interface. Other browsers may result in limited functionality.

Activation
Step 1 Openthe Chromebrowser
Step2Ent er the | P address of t heo9leRo1zbameandi n
pr eEnd.er

Step 3 On first login: You willbe prompted to create a password. After setting the password,
you will be directed to the login page.

Note: DHCP is enabled by default. Use the provided tool to search for the camera IP. Default IP:
192.168.0.120

Important: After changing the password, wait at least 3 minutes before powering off the device to ensure
the change is saved. Alternatively, log in again with the new password to verify.

1 You can change the system language on the login page.
1 Click Login to access theomepage.

6 IssueV1.0(202508-04)
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Figure 1-1Cr eat e password

Please Create Password

English
User Mame
admin
Mew Password (7]
i -
Please Input New Passwaord
Confirm
et

Step 1 Enter your username and password to access the systamown irD.

1 Default usernamedmin
1 Password must be creatégring initial login.

Step2Set an email address for password recovert
want to set these, you can skip them.

IssueV1.0 (202508-04) 7
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Figure 1-2password recover

Set Question for Recover
Password

When you were young, what did you want to be whe.. ~

Set up an emai' address for Who was your childhood hero? b
password recovery

Emai What is your dream holiday destimation? ~

Skip Next
Skip Finish

1.2 Forget Password

Input thesuper administrator u s er n a me Horget gasswond t hlef Ayou f
the password, click this button to jump t

Figure 1-3L o gpa g e

English v

admin

Forget Password?

There are three methods available for recovering the password. For Email and
Question, the user should set them first during the activation of the camera.

Method 1:Email The camera should be connected to the network so that it can send
the temporary password to the email address. The temporary passwalid fer
five minutes, create a new password immediately.

IssueV1.0(202508-04)
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Figure -4For get password

\

=== .\.—

Forgot Password

Ema Question QR Code

We will send a temporary password to

Method 2:QuestionAnswer the security questions co
Passwordo page.

Forgot Password

Email Question QR Code

When you were young, what did you want to be when you

rew up?

grewew Please Input New Password
New Password (2]

Who was your childhood hero?
[ ]
Please Input New Password

What is your dream holicday destimation? Sopfinm

e

Method 3:QR Codelf the user did not set the recovery email and question, the user
can scan the QR Code on the login page and send it to the reseller. We will provide a
temporay password that will be valid until 11:59:59PMse the temporary or new
password to logn and then create a new one.

IssueV1.0 (202508-04)
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Figure 1-5QR Co d e

Forgot Password

Email Question QR Code

003#FF1120#2025-08-04

Scan QR-Code and send it to your reseller to
recovery user password

(1] noTE

Note: DHCP is enabled by default. Use the provided tool to search for the camera IP. Default IP:
192.168.0.120

Important: After updating the password, wait at least 3 minutes before powering off the device to ensure
the changes are saved. Alternatively, log in with the new password to verify.

1 You can change the system language on the login page.

Sign out

4 Change Password

£+ Sign Qut
Click ™= Sign Out in the upper rightornerto return to logirscreen
1.3 Change Password
Description

To change your password:

10 IssueV1.0 (202508-04)



IPC
Web Operation Guide Quick Overview

71 Click yourusernamein the upper right corner and sel€tiange Password
1 Or go toSetting > System > Change Password

Figure 1-6Changde f apa e & wa ¢ d

IP Camera (]

Live View

Quick Start

System ~
Old Password Byt
Settings

Mew Password Rt
Change Password

Confirm Password Rt
User
Device Log

Maintenance

Security

Network A
Video/Audio hd
Image
Event

Storage

Procedure

Step 1 Enter theold password new password andconfirm the new password.
Step 2 Click OK.

o A message like "Change your password success!" confirms the change.
o Ifthe password change fails, a tip or error will be displayed (e.g., "Password mustdst &t le
characters").

Step 3 It is recommended to wait three minutes before restarting the device after changing the password.
Step 4 Click OK to return to the login page.

1.4 Homepage Layout

The homepage allows you to:

View realtime video
Monitor alarms and faults
Configure system settings
Change your password
Log out of the system

=A =4 =8 =4 =4

Refer toFigure 1-7 for the layout and able 1-1 for descriptions.

IssueV1.0(202508-04) 11
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Figure 1-7 Ho me plaagyeo u t

Figure -8PTZ interface
Channel 2025—08—20 15:26:05 Wed.

3§ [1] Channel01

< @ > -]
L|[s~]]| 2 [m} ]
—O
Table 1-1 Elements on theomepage
No. Element Description
1 Live View Displays reatime video stream
2 Playback Access recorded videos (requires SD card or NAS with
recordings).
3 Snapshot The user installed SD card in advanced, enable snapshot
feature. Set the conditions, click Sear ch to search the
snapshot about event.

12 IssueV1.0 (202508-04)
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No. Element Description

4 IVS setting Configure Al multitarget features and intelligent analysis
(e.g..intrusion, smart motion, single line crossing, double
line crossing, multloitering, WrongWay, general
parameters), people countjng

> Configuration Set parameters for Quick Start, System, Network,
Audio/Video, Image, Event, and Storage.

6 About the intercom function.

. Q
Click to view alarm alerts

8 Displays SD card video backup and download progress.

9 m Sign out, change password, view current user.

10 @ Q Zoom +/ zooni (adjust zoom level).

11 ' Iris +/ irisT (adjust iri I

& & just iris value).
12 Near focus /far focus
O 3
13 ro Auto focus
LJd

14 Image Set brightness, saturation, contrast and sharpness.

15 Window scale Adjust display scale for live video

16 E View live video in fulkscreen mode.

17 Switch between available stream modes (up to 3 depend
on model)

18 nn Pause/Staror Stoplive videoplayback

19 Enable or disable audio output.

20 Two-way audio. @en or close inteom(the computer

% should be plugged imicrophoneprior).
21 Click the icon to snapshot the video and save the images
the specified location.

22 m Record the video and save the file to the specified locatid

23 m View Al-detected targets (e.g., face, vehicle, human bod
The snapshot detatsan be viewed by
on picture.

IssueV1.0 (202508-04)
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No.

Element Description

24

Target Frame

Intelligent marking

Target frameShowdetection box around targets

Intelligert marking:Display IVS detection areas during live
view.

25 CEBeie LR IEREEISIER] (| Display resolution, frame rate, bit rate, encoding type.
26 gy Audio alarm statusRed meangt is alarming. Clicktheicon
to showthe Stop button Click Stop to clos¢heaudio alarm.
27 r
Open or close thevhite light flashing light
manually(available only orspecialmodelg.
28

1/0 output, control the /O alarm output manually. Click
to open alarm or close the alarm

Figure 1-9Abotuthe intercom function

About The Intercom Function: X

Description: Only For Enabling the Two-way Audio (Camera) in Chrome on HTTP in Chrome for
(local) insecure origins, On HTTPS, all browsers are compatible with Two-way Audio (Camera).
HTTP Environment Chrome Opens The Intercom Step:

1.Ensure That The Computer is Plugged Into a Usable Microphone Device

2.Mavigate to 'chromey/flags/#unsafely-treat-insecure-origin-as-secure’ in Chrome,

3.Find and Enable The 'Insecure Origins Treated as Secure’

4.Add any camera addresses you want to ignore the secure origin policy for on the input box. The
comma (') is used to separate multiple camera addresses. For Example http://192.168.0.123,
http://192.168.0.123:8045

5.Left-Click Outside The Input Box to Save It and Relaunch Chrome.

Note: The following instructions applgnly when using tweway audio (camera) in Chrome over HTTP
(insecure origin). For HTTPS connections, tway audio is supported by all major browsers.

If usingChrome on HTTP, follow these steps to enable the intercom function:

1.
2.

Ensure your computer is connected twaking microphone.
Open Chrome and navigate to:
chrome://flags/#unsafely -treat -insecure -origin -as-secure
Enabletheflagi| nsecure origins treated as secure. o
In the inputbox that appears, enter the IP addresses of the cameras you want to allow, separated by
commas.

o Example:

http://192.168.0.123, http://192.168.1.250:8045

Click outside the input box to save your changes.
Relaunch Chromefor the changes to take effect.

14
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Figure 1-10 Al u hitiiwiedienat er f ac e

IP Camera

B % mesow| @

Details

Details
00:56:17

Human body
Male

Adult

Not worn

Not worn Time 05:59:46

Not worn Gar

Yellow Red

Long sleeved Vehicle type Car
Brown Toward Facing foward the
front

Not worn

1.5 Playback

To review recorded footage:

1. Click Playbackon the web interface.
2. Ifan SD card is installed and enabled, recordings will be available.

IssueV1.0(202508-04) 15
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Refer toFigure 1-12 for layout and controls

Figure 1-12 Pl ay lpag &«

Channel

£ [1] Channel01

09:30:09

I8 Schedule Record
All Types

Table 1-2 Playback function

No. Element Description
1 Channel Displays available video channe
2 Calender a5 o
= Green dots indicate recorded days
3 Schedule Record All Types
All Types v
I/O Alarm
Motion Alarm
Day/Night Switch Alarm
Abnormal Audio Alarm
Intrusion
Smart Motion
5ingle Line Crossing
Double Line Crossing
_Multi-Loitering
The green timeline represents scheduled recording
the red timelineepresentslarm recording. The typeg
of alarm recording varies according to model
performance.
4 E Play one channel s reco
5 Play two channelsé reco
6 Playfourc hannel sd recording

16 IssueV1.0(202508-04)
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7 Adjust playback scale

8 E View recording in fullscreen mode
9 m u Pause or resume pla
yback.

‘,) Enable or disable audio playback.

11 Capture screenshots from the recording save the
- images ta specified location.
12 FastForward,1/16X,1/8 X, /4 X, 1/2 X 1 X,2 X, 4
< 1X > X, 8X
13 . Click to begin video backup; select the duration; cli
again to stop. A dialog will prompt you to save or

cancel The popup window of tipas shown irFigure
1-13, click the save to save the video. Clic&ncelto
abandon.

Backup Download List *

Click the backup
list to show the detail information.

14 Time view options: 1h, 6h, 12h, 24h.

Figure I-13Re cor d thiapc k up

Tip
Begin Time 2024-07-02 00:00:00
End Time 2024-07-02 00:00:00

1.6 Snapshot

For Al multi-target cameras, install an SD card (the camera will deploy 1/5 sizes of SD card to store
snapshot images) or set the NAS server to save and activate the snapshot feature (schedule, alarm,
Al multi-target). The results can be retrieved and ipve®d in this interface.

To review snapshot footage:

1. Click Snapshoton the web interface.

IssueV1.0(202508-04) 17
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Noo &

If an SD card is installed and enablétk SnapshotPolicy is enablée. Or the IVS alarm
linkage SnapshotEvent Action is enabled
Choose the channel; the normalteaonel 1. For the muithannels, you should choose the
corresponding channel.

Schedule

Alarm

| Al Multi-T. t
Selectthe Event Type e

Choose the date. The date with a green * means it has a snapshot record.
Set the detailedtart time andend time.
Click Searchto search thenapshatThe content will show othepage.

Refer toFigure 1-14 for layout and controls

Figure 1-14 S n a p palgcet

Click Download to download tk picture.
Tick the IDandclick Download All to downloadthe selectedictures.

Click “* to view the detailed information abathie snapshot.

18
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Figure 1-15Schedul e snapshot

IP Camera C . 3

Setting

uick Start . .

Q Record Strategy Record Directory SnapShot Policy

System A

Settings

Network R4

. . Snapshot

Video/Audio v P ()

Image Snapshot Interval 5 (1-60)5

Event Schedule

L] ) 4 L] 3 10 1 14 16 18 0 n 24

Storage sun. |
von. [
e [
wes | O
oo,
.
.

Select All Clear All

Apply
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Figure 1-16 Al

© Al Multi-Target

Basic Settings

Face Detection

Fullbody Detection

Vehicle Detection

mubat get

Human Detection Attributes

Vehicle Aetection Attributes

86668

Frame Mode

Detection Area

Confidence Coefficient

Face Pixel Min

Body Pixel Min

Vehicle Pixel Min

Cutout Quality

Cutout Mode

Upload Cutout Interval

FTP Upload Cutout

FTP Upload Full Image

Lo

=

Highest

Timer

Snapshot

O

Algorithms Library Version

v2.2.0_20250418

snapshot

1~300
1~1000
1~1000
v
v
1~10

20
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Event Actions

Qutput Channel

Audible Alarm

Flashlight Alarm

Figure 1-17Al ar m snapshot

Alarm Record ()
SMTP
FTP Upload
[ Snapshot ()
Schedule
0 2 4 6 8 10 1 u 16 15 20

Sun.
Mon.

Tue.

Thur.
Fri.

Select All

1.7 LPR Setting

Clear All

wed. |

For LPR camerasusers can directly click oi.PR" on the web page to enter thER settings

interface

IssueV1.0 (202508-04)
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Figure 1-18 LP R

IP Camera

Settings ~
Settings
Basic Settings
Full Frame —~
t Mid v
Highest v
Timer v
Upload Cutout Interval 5
FTP Upload Cutout
P Upload Fi
snapshot [ o)
General Mode v @
Apply

The IVS features vary by device model. Refer to the product specification for supported functionality

1.8 IVS Setting

Click IVS to access the IVS configuration page. You can configure:
1 Deeplearning settings
1 Intelligent video analytics
1 Behavior analysis features

Refer toFigure 1-19for the IVS setting layout.

Figure 1-191 VSe t paigreg

IP Camera F (O] [}

Deep Learning

Al Multi-Target

Configure detecsion types and
Soraatars

®

Intelligent Analysis

Intrusion Smart Motion single Line Crossing Double Line Crossing Multi-Loitering Wrong-Way Area Peaple Limit
i

1 cross aver Area Paople Limit

o #

Behavior Analysis

People Counting
Counts the people flow inout

o J A

[ noTE

ThelVS features vary by device model. Refer to the product specification for supported functionality
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2 Quick Start Settings

2.1 Local Network

Description
The local network settings include the following parameters
91 IP protocol
1 [P address
1 Subnet mask
1 Default gateway
1 Dynamic Host Configuration Protocol (DHCP)
1 Preferred Domain Name System (DNS) server
1 Alternate DNS server
1 MTU (Maximum Transmissioknit)

Procedure

1. Navigate tcSetting > Quick Start > Local Network ThelLocal Network page is displayed (see
Figure 21).

2. Configure the parameteras shown ifrigure 21.

Figure 2-1 L o cna t w pargke

IP Camera
Live View Playback
uick Start :

Q Local Network Video Display osD Date and Time
System 4

Metwork Card ID 1 h
Network v

IP Protocol 1Pvd h
Video/Audio v

DHCP O
Image

IP Address 192.168.0.120
Event

DS
Storage

Preferrad DNS Server 192.168.0.189

Alternate DNS Server 192.168.0.2

MTU 1500

Apply

Step 2 Set theparameters according Table 21.

IssueV1.0(202508-04) 23



Quick Start Settings

IPC

Web Operation Guide

Table 2-1 Local network parameters

Parameter

Description

Setting

Network Card ID

[Default value]

1
IP Protocol IPv4is the IP protocol that uses address | [Setting method]
length of 32 bits. Select a value from the
IPv6is the IP protocol that uses address | drop-down list box.
length of 64 bits. [Default value]
IPv4
DHCP Enable DHCP, and the devies| [Setting method]
automatically obtain thE® address from th4 jick the buttoron to
DHCP server. enableDHCP.
NOTE
To query t
| P addr ess
device, ygd
guery it g
pl atform b
device nan
IP Address Device IP addresthat can be set as [Setting method]

required.

Enter a value manually
[Default value]
192.168.0.120

Subnet Mask

DHCP is off.
Subnet mask of the network adapter.

[Setting method]

Enter a value manually
[Default value]
255.255.255.0

Default Gateway

DHCPis off.

This parameter must be set if the client
accesses the device through a gateway.

[Setting method]
Enter a value manually
[Default value]

192.168.0.1
PreferreddNS DNS is on. [Setting method]
Server IP address of a DNS server. Enter a valuenanually.

[Default value]

192.168.0.1
AlternateDNS DNSis on. [Setting method]
Server

IP address of a domain server.

If the preferred DNS server is faulty, the
device uses the alternate DNS server to

resolve domain names.

Enter a value manually
[Default value]
192.168.0.2

24
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Parameter Description Setting
MTU Set the maximum value of network [Setting method]

transmission data packets. Enter a value manually

NOTE
The MTU vi4q
range fron
1500, t he
val ue i s 1
do not <chaq
arbitrari/l

Step 3 Click Apply.
1 If the messagApply success!" appears, the system saves the configuration and displays:
"Set network parameter success, please login system again.”
Reconnect using the new IP address.

1 If the messag&Parameter is invalid" appears, please verify and correct the settings

2.2 Video

Procedure

Step 1 Go toSetting > Quick Start > Videa
TheVideo settings page appears (see Figu®).2
Step 2 Configure the parameters accordingrable 2-2.

Figure2-2Vi deo setting page

IP Camera 3] k3

Live View Snapshat

Quick Start

Local Network Video Display 05D Date and Time
System b
Stream 1D 1 2 3
Network =
N B Name stream1 stream2 stream3
Video/Audio &=
Video Encade Type H264 A H264 v H264 v
Image
Video Encode Level Low v Low v Low ~
Event
Storage Audio Encode Type GTTI_ALAW v GTT1_ALAW ~ GT11_ALAW e
Resolution 2592x1520 v D1 v CIF v
Frame Rate(fps) 30 v 30 ~ 30 v
| Frame Interval 60 hd 60 v 60 e
Bit Rate Type CER v CER v VER hd
Bit Rate 4096 1500 256
500-12000kbps) 100-E000kops) (100-1500kbps)
Image Quality Mid Mid Mid ~
Smart Encode
Event Stream
Apply

Step 3 Set the parameters accordingliable 22.
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Table 2-2 Parameters atreamconfiguration

Parameter Description Setting
Stream ID The de\_/ice supports up three video streams [Setting method]
depending on the model:
Select a value
1 Stream 1provides the highest video quali ggvT ntﬂgt(ggf
and performance. It is typically used for '
primary viewing and recording.
1 Stream 2offers lower resolution options,
suitable for bandwidttimited scenarios or
seconday viewing.
1 Stream 3delivers the lowest resolution an
is ideal for preview purposes or mobile
access.
Note: Some models support only two streams.
Name Stream name. [Setting method]
NOTE Enter a value
The str eanm mmasres tmusft | ¢ manually. The
and underscores. Onl y |Vvaluecannot
supported exceed 3Dytes.
[Default value]
Streaml
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Parameter

Description

Setting

Video Encode
Type

The video encoding type affects both image quali
andthe bandwidth required for streaming. The
following encoding standards are supported:

1 MJIPEG

MJPEG (Motion JPEG) is an intfeame
compression format. It delivers high imag
guality without mosaic artifacts during
motion. However, it does not support inte
frame compression, resulting in larger filg
sizes. MJPEG consumes significant storg
and bandwidth, making it unsuitable for
continuous recording or loraduration video

[Setting method]

Select a value
from the drop
down list box.

[Default value]
H.264High
Profile
NOTE

H. 264 H
Profi e

I
r
transmission. It is best suited for capturinj d € ¢ 0di n
and transmitting alarm snapshots. capabi |l
1 H.264 Main or
H.264 is a widelyused inteifframe Prbeifo
compression standard available in three g erform
profiles:Base Main, andHigh. evices
o H.264 High Profile offers the best
compression efficiency butrequid  ys i ng M
higher hardware decoding in Stre
performance. resul t
o H.264 Main Profile balances pl aybac
quality and performance. or FTP
o H.264 Base Profilehas the lowest| | ¢ a d

hardware requirements, suitable fi

devices with limited processing

power.

When using hardware decoders,

select the profile according to the

deviceds capabi

7 H.265

H.265 is the nexgeneration video
compression standard, improving upon
H.264 with enhanced compression
efficiency, better image quality, and more
sophisticated algorithms. It significantly
reduces bandwidth and storage usage wk
maintaining high visual fidelity, makini
ideal for highresolution and longluration
recording scenarios.

Audio Encode
Type

The following audicencodestandards are
supported

G711 _ULAW: mainly used in North America
and Japan.

G711 _ALAW: mainlyused in Europe and othel
areas.

RAW_PCM:encodeof the originalaudio data.
This encodds often used for platform data.

[Setting method]

Select a value
from the drop
down list box.

Resolution

A higher resolution means better image quality.

NOTE
I P camer disf Sreepspaoltrutt i o1
the model

[Setting method]

Select a value
from the drop
down list box.

IssueV1.0 (202508-04)
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Parameter Description Setting
Frame Frame rate is the number of imagesaghots, or [Setting method]
Rate(fps) frames that a camera can take per second. The | gaject a value
frames per secorgketermine the smoothness of a | from the drop
videa A video whose frame rate is higher than 22 y,\vn list
f/s is considered as smooth by human eyes.
Frame rates for different frequencies are as folloy
50 Hz: 125 f/s
60 Hz: 130 f/s
NOTE
The frequenbgviseset
ConfigwCamemagibe bigg
MIPE®di ng format fr ar
second.
| Frame | frame do not require other frames to decode. [Setting method]
Interval(f) A smaller | frame interval means better video Select a value

quality but higher bandwidth.

from the drop
down list

Bit Rate Type

The bit rate is the number of bits transmitted per |
of time.

The following bit rate types are supported
Constant bit rate (CBR)

The compression speed is fast; however, improp
bit rate may cause vague motion images.

Variable bit rate (VBR)

The bit rate changes according to the image
complexity. The encoding efficiency is high and tl
definition of motion inages can be ensured.

[Setting method]

Select a value
from the drop
down list box.

Bit Rate Indicatesthe maximal value of the bit ratiie [Setting method]
differentmodels may have different ranges, pleas| gnter a value
refer to actual product. manually.

The camerawill automatically recommend a biate
based on the selected resolution. If this bitrate do
not meet the requirements, it can be manually
modified.
Image Quality | The video quality the camera output. [Setting méhod]

Select a value
from the drop
down list box.

Smart Encode

Smart Encode.
Smart encode includes H.264 & H.265.

The storage space will be reduced fifty percen
when smart encode is enabled.

Only main stream supports smart encode.

[Setting method]

Click the button
on to enable
Smart Encode

28
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Parameter Description Setting

Event Stream | Enable Event Stream. Set the event frame rate a| [Setting method]
event bit rate. It can be recording at the frame ratl ¢jick the button
and bitrate set in the event stream, which facilitat] 4, 1o enable
recording with higher image quality whenaarm | gyent Stream
occurs. During normal periods, recording can be
done according to the parameters set above.

Step 4 Click Apply.
1 If you se€e'Apply success!”, the settings are saved.
1 If "Apply failed!" appears, ensure you haRarameter Configur@ermissions (seection 3.3
Configure User).
9 If abit rate error is shown, enter a valid bit rate value.

2.3 Display

2.3.1 Access theDisplay Settings

Procedure:

Step 1 Navigate toSetting > Quick Start > Display.
Thelmage Settingspage appears.

Figure 2-31 masg € t parges

IP Camera

Quick Start

System

Network
Video/Audio
Image

Event

Storage

Step 2 Click Edit Settings under theMode item to configure display profiles. Up to four
profiles can be set.
(1] noTE
All image settings can be modified Eudit Settings
Factory Reset restores all parameters tofgaefaults
Resetreverts settings to the last saved state.
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2.3.2 Mode

Procedure:

Step 1 Go toSetting > Quick Start > Display > Mode
TheMode page appearss shown irFigure 24.

Figure 2-4 Mo dpa g e

Mode v

Switch Mode MNeone ~

24 : 00
Step 2 Click Switch Mode Three options are available:

1 None Uses the current active profile with no switching.

1 Time Mode: Automatically switches profiles at specific times. Setalirfprofiles in
advance.

1 Day/Night (D/N) Linkage Mode: Automatically switches between day and night profiles
based on lighting

Step 3 Set theStart Time andEnd Time for switching.
Step 4 Click Apply to saveyour setting.

2.3.3 Image Setting

Procedure:

Step 1 Navigate toSetting > Quick Start > Display > Image
The Image Settings page appears as showigire 25.

Figure 2-51 mage ageting p

mage v
Brightness _O
Saturation _O
Contrast e @)
Sharpness _O

Table 23 Describeghe mage settingparameters.
Table 2-3 Parametersf imagesettingsparameters

Parameter Description Configuration
Method
Brightness Controls image brightness. [Settingmethod]

Drag the slider.
[Default value]
50
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Parameter Description Configuration
Method
Saturation Controls image color richness. [Setting method]

Drag the slider.
[Default value]
50

Sharpness Controls image clarity. [Setting method]
Drag the slider.
[Default value]
50

Contrast Adjusts contrast between dark and bright areas| [Setting method]
Drag the slider.
[Default value]
50

Step 2 Click Apply to saveyour settings.

2.3.4 SceneMode

Procedure:
Step 1 Go toSetting > Quick Start > Display > Scene
Step 2 The Scene Modgage appears as showrFigure 26.

Figure 2-6 S c emmoed & g @

Scene v

Scene Outdoor v
Mirror Normal v
Corridor Mode

Tip: Please Update Mation Detection, Privacy Mask, Intelligent Analysis, ROl and OSD Area Settings
After [Corridor Mode]/[Mirror] was Changed.

Table 24 describesiie FFC mode parameters.
Table 2-4 Parametersf FFC

Parameter Description Configuration
Method

[Configuration
method]

Select from the
drop-down list

[Default value]
Outdoor

It indicates the working mode o&mera.
Scene Outdoor Suitable for outdoor use.
Indoor: Suitable for indoor use.
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Parameter Description Configuration
Method
Mirror It is used to select the pixel location of an imagg [Setting method]
Normatl The image does not flip. Select a value
Horizontal: The image flipgo theleft and from the drop
right. down list.
Vertical: The image flips up and down. [Default value]
Horizontal and vertical: The image rotates at| Normal
180 degrees.
Corridor The image rotates 9@egreeslockwise when [Setting method]
Mode aisle mode is_enable@.n some models, using Tick the corridor
Stream 2/3 with H.264/H.265 at CIF or QVGA | 0de
resolution mayprevent live view playback.
[Default value]
Disable

Step 3 Click Apply to save the setting

2.3.5 Exposure

Procedure:

Step 1 Navigate tdSetting > Quick Start > Display > Exposure
The Exposure page appears (see Figureg and 28 for IP cameras and higgpeed domes,
respectively).

Step 2 Configure the parameters listedTiable 2-5.

Figure 2-7E X p o 5 n t efr d raache®r a

Exposure w
Metering Mode Full Metering ~
Exposure Mode Auto v
Max Shutter 1/60 v
Max Gain —_—) + | 50

Figure 2-8EX p o b nt efr chra-g @ ehe the

Exposure v

Metering Mode Full Metering ~
Exposure Mode Auto v
Max Shutter 1/30 hd
Max Gain —) + | 50

F1.6
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Table 25 describe€£xposureparameters.

Table 2-5 Parametersf exposure

Parameter Meaning Configuration
Method
The exposure modes include: [Setting method]
Auto: The system performs auto Select a value from
exposure based on th@nitoring the dropdown list.
environment. [Default value]
Manual: You can adjust the brightness| A io
of an image by setting the following
three itemsShutter Setting, Iris
Exposure Mode SettingandGain Setting.
Shutter Priority : You can seShutter
Settingto fixed values. The iris and gai
are automaticdl adjusted by the systen
Iris Priority (for high-speeddome):
You can set Iris Setting to fixed values
The shutter and gain are automatically
adjusted by the system.
It is used to select the metering area. [Setting method]
Fulling Metering : During metering, all | Select a value from
areas of an image have equal weight, | the dropdown list.
that is, all areas are involved in the [Default value]
metering.
. . . Whole
Meter Mode Spot Metering: During metering, the
central potof an image has the highest
weight
Partial Metering : During metering, the
middle area (1/2 of the total area) of ar
image has the highest weight, and oth
areas have the lowest weight.
The deviceautomatically adjusts the shuttg [Setting method]
time based on the ambient brightness. Th ggject a value from
Max Shutter shutt'er time is less than or equal to the v i, dropdown list.
of this parameter.
[Default value]
1/25
The device automaticallgdjusts the gain | [Setting method]
based on the external light. The gain is leg Drag the slider.
Max Gain than or equal to the value of this paramets
[Default value]
50
It is valid in manualmode and iris priority | [Setting method]
mode. You camdjust the brightness of an | gaject a value from
image by setting the iris. As the value the dropdown list.
increases, the brightness increases (wher
Iris (for high the shutter and gain remain the same). | [Default value]
speed dome) However, the camera movement F1.6
automatically adjusts the shutter and gain
this mode. Therefore, the brigigtss of an
image may not increase when you increa
the iris.

IssueV1.0 (202508-04)
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Parameter Meaning Configuration
Method
It is used to control the light admitted to th [Setting method]
lens. Select a value from
The auto iris can be set to either of the | the dropdown list.
. following states: [Default value]
Iris™ for IP
Auto A
camerd L . . uto
The iris is automatically adjusted to
control the light admitted to the lens.
Open fully
The iris is fully open.
It indicates the autadjustment speed of th{ [Setting method]
iris. As the value increases, the speed Drag the slider.
increases. Excessive speed may cause
is Speed instability. [Default value]
m NOTE 50
This parameter is valid when the auto iris
enabled.
When the exposure Mie is Manual, you | [Setting method]
can set the fixed gain. Drag the slider.
Fixed Gain
[Default value]
50

Step 3 Click Apply to save the setting

2.3.6 White Balance Setting
Procedure:

Step 1 Navigate tdSetting > Quick Start > Display > White Balance
TheWhite Balance page appears as showrHigure 29.
Figure2-9Whi t e dat aincgs page

White Balance v

Mode Auto ~
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Table 2-6 White Balance (WB) Parameters

Parameter Meaning Configuration Method

Mode Select a white balance mode tq [Setting method]

improve color accuracy based | geject a value from the drop
on lighting conditions: down list.

Auto: The system [Default value]
automatically adjusts based Auto

on the environment

Tungsten For incandescent
lighting.

Fluorescent For fluorescent

lighting.

Daylight: For natural
sunlight.

Shadow For shaded areas.
Manual: Manually configure

WB mode based on the
monitoring environment.

Red Gain Adjusts the intensity of red [Setting method]
tones. Increasing this value Drag the slider.

lowers the color temperature
[Default value]

L) noTE 0
Avail abManaoaml
Mo dwi Chst omi z
selected
Blue Gain Adjustthe intensity of blue [Setting method]

tones. Increasing this value
raises the color temperature
(image becomes cooler).

(1) noTE 0
Avail abManaml
Mo dwei Chst omi z
selected

Drag the slider.
[Default value]

Step 2 Click Apply to save the setting

2.3.7 Day/N ight
Procedure:

Step 1 Navigate tdSetting > Quick Start > Display > Day/Night
The Day/Night settings page appears. Display options may vary by device model (see Figure 2
10).
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Day/Night

Setting

DTN Time

NTD Time

lllumination

IR LED

Anti Oversxposure

Figure 2-10 D a/M i gph g(et eé)m

Timer v
18 v 00 v
06 v 00 v
IR LED ~
Auto v

Figure 2-11 Da/Mi gnfotdpa g(ea dt o

Day/Night

Setting

Delay

Sensitivity

lllumination

IR LED

Anti Overexposure

Auto v
- O + |5 S
- — + 50
IR LED ~
Auto v

Step 2 Configure the parameters listedTiable 2-7.
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Table 2-7 Parametersf Day/Night

Parameter

Meaning

Configuration Method

D/N Setting
Mode

It can be set téwuto, Day, Night or Timer.
Auto mode

The image color and filter status
automatically switch based on the ambig
brightnessThe filter keepsinfrared light
from reachingthe sensoduring the day
The filter allowsall light to reachthe
sensofat night

Day mode

Forces the camera to stayciolor mode
The IR filter remains active, blocking
infrared light from reaching the sensor

Night mode

Forces the camera to displayblack and
white. The IR filter is disabled, allowing
infrared light to reach the sensor for bett
night vision
Timer

Automatically switches between Day ant
Night modes based on a usbafined
schedule.

[Setting method]

Select a value from the
drop-down list.

[Default value]
Auto

D/N Switch
Sensitivity

Adjusts the sensitivity of dako-night
switching. A higher valueauses the system
to switch at lower light levels.

(1) noTE

This parameter is valid

[Setting method]
Drag the slider.
[Default value]
50

TRANSI.
(D->N) (dB)

High-Speed Dome
Gain threshold for switching from Day to

Night in Auto mode. The systeanters Night
mode when gain exceeds this value

(L) noTe

This parameter is valid in auto mode. The
value of TRANSI.(D->N) must begreater
than the value ofTRANSI.(N->D).

[Setting method]
Drag the slider.
[Default value]
70

TRANSI.
(N->D) (dB)

High-speed Dome

Gain threshold for switching from Night to
Day. The system enters Day mode when g
drops below this value

(1) noTE

This parameter is valid in auto mode. The
value of TRANSI.(D->N) must begreater

than the value ocfTRANSI.(N->D).

[Setting method]
Drag theslider.
[Default value]
30
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Parameter Meaning Configuration Method

Delay time (in seconds) for switching betwe [Setting method]

Delay(s) Day and Night. Drag the slider.
elay(s
Y (L noTe [Default value]
This parameter is valid 0

Specifies the lighting mode based on the
cameramodel:

IR LED
[Setting method]
Light Mode White LED Select a value from the

drop-down list.
Intelligent Dual Light (uses IR and White

LED based on condition)

None

Auto: The infrared lamp is enabled or
disabled based on the external environm
identified bythe light dependent resistor
(LDR). .

. [Setting method]
ON: The system enters the night mode
. Select a value from the
forcibly.

IR LED drop-down list.
OFF: The infrared lamp is disabled. The i
[Default value]

filter and image color are switched based
the external environment identified by the Auto
LDR.

(L note

This parameter is valid

[Setting method]

Controls IR LED brightness. Higher values| Drag the slider.
produce brighter night images [Default value]

50

Strength

[Setting method]
Select a value from the
DTN Time Time to switch from Day tdight. drop-down list.

[Default value]

18:00

[Setting method]
Select a value from the
NTD Time Time to switch from Night to Day. drop-down list.

[Default value]

6:00
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Fill light settings

The
1.
2.

3.
4.

c a me r aupportsffourlmodes: i g ht

Intelligent Dual Light T Automatically switches from IR to white light during alarms, then
reverts after 30 seconds.

Warm Light 7 Uses only white light for nighttime illumination.

Infrared Lamp 7 Uses IR light only.

Closei Disables the fill light. The image remains in the last active mode.

Modes of Operation

1

f
f
f

Day Mode: Used in wellit environments where the image remains in color. No fill light is
needed.

Night Mode: Used in lowlight environments with the fill light engdd.

Auto Mode: Automatically adjusts the fill light based on ambient lighting.

Timer Mode: Allows you to define the active time for Day mode.

Brightness Adjustment

f
f

Automatic Mode: Adjusts fill light brightness automatically based on environment.
Manual Mode: You can manually set the brightness using the slider or input value.

2.3.8 Noise Reduction

Procedure:

Step 1 Go toSetting > Quick Start > Display > Noise Reduction
Step 2 The Noise Reduction interface will appear (see Figui@)2

There are two modes available for noise reduct#ario andManual.

1 Auto Mode: The system automatically adjusts noise reduction levels based on ambient

conditions.

1 Manual Mode: You can set a fixed level of noise reduction.
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Figure 2-12No ires @ u cpag(@aut o)

Noise Reduction v
2D NR
Auto v
Max Strength _O + | 50
3D NR
Auto v
Max Strength _O + | 50

Figure 2-13 No seed ucpaglemanual )

Moise Reduction ~

2D NR

Manual v
Fixed Strength —) | 50
3D NR

Manual ~

Fixed Strength —) - 50

Table 28 describeshe Noise Reduction parameters.
Table 2-8 Parametersf noise reduction

Parameter Meaning Configuration Method

[Configuration method]
Select from thelrop-down list

2D NR Reduce noise of image.
[Default value]
Auto
[Configuration method]
. . Select from the droplown list
3D NR Reducs noise of image.

[Default value]
Auto
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Parameter

Meaning

Configuration Method

Max Strength

Applicable onlyin auto
noise filter mode.

When set t®, noise
reduction is disabled.

When set abové, the
system automatically adjus
the noise reduction level
based on ambient
brightness, but will not
exceed the configured valu

[Setting method]
Drag the slider.
[Default value]
50

Fixed Strength

Applicable onlyin manual
noise filter mode.

[Setting method]
Drag the slider.
[Default value]
50

Step 3 Click Apply to save the setting

2.3.9 Image Enhancement

Procedure:

Step 1 Go toSetting > Quick Start > Display > Image Enhancement.

Step 2 Adjust the parameters listed Trable 29.

Figure 2-141 ma g e

mage Enhancement

VDR

=

Defog

Enpage e ment
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Table 2-9 Parametersf enhancamage

rast between foregrec
ng the WDR level in

Parameter Meaning Configuration
Method
[Setting method]
: L : Tick the WDR
Enhances image quality in sceneth str 'éQQHﬂﬂafg’m
WDR background. When brightness contrasstﬂi%%g@e,incr as
both bright and dark areas. (Default v.alue]
50
Reduces the intensity of overly bright [Setting method]
areas to improve visibility of objects in Tick the HLC
front of light sources (e.g., headlights) ch N i
HLC Reduces total brightness to enhance rEo el'c?n rag
clarity of highlighted regions. the slider.
[Default value]
50
Increases overall brightness to make [Setting method]
objects in front of backlit scenes more Tick the BLC
visible. May cause overexposure of th mlg de :n dirag
BLC background. the slider.
[Default value]
50
Reduces slighthaking or jitter in the .
image caused by minor camera [S.ettlng me?hod]
Anti-shake movement -Sr;](:(kteh?n'ggtg
Enhances image clarity in foggy or ha [Settingmethod]
environments. Tick the Defog
DeFog Higher values increase visibility. :Egdselzi;:rdirag
Note: Available only on some models.| [Default value]
50

Step 3 Click Apply to save the settirsg

2.3.10 Zoom Focus (Only for Some Models)

Procedure:

Step 1 Navigate toSetting > Quick Start > Display > Zoom Focus
The Zoom Focusinterface appears (ségure 215for IP cameras anBigure 216
for high-speed domes).

Step 2 Configurethe parameters listed rable 2-10.

42

IssueV1.0 (202508-04)



IPC
Web Operation Guide

Quick Start Settings

Figure 2-15 Z o ofonc pasgfeo rca mé&Ir a

Zoom Focus
Q g 7
[+]Auto Focus Once

Lens Initialization

D/N Auto Focus

Factory Reset Reset m

Figure 2-16 Z o0 ofonc u 8 t efr chiragghee eodme

Zoom Focus

Digital Zoom
Focus Mode Semi-Automatic v
Auto Focus Sensitivity _O

The shortest focus distance Bm v

Factory Reset Reset m

Table 2-10 Parametersf zoomfocus

Parameter Meaning

Configuration
Method

Enables auto focus when switching

D/N Auto between Day and Nigimodes.

Focus

[Setting method]

Tick the Auto
focus.

Auto Focus Triggers auto focus one time.

[Setting method]

focus using ofscreen controls.

1 SemtAutomatic: Auto focus is
triggered once when the PTZ
moves or zooms in.

Once Click the button.
Initial Returns the camera lens to its initial | [Setting method]
position. Click the button.
Digital Enables digital zoom aft&7x optical | [Setting method]
igita zoom is reached. Tick the Digital
Sets the focus moc
. Configuration
1 Auto: System automatically [ g
. method]
adjusts focus based on the sce
Focus Mode 1 Manual: User manually adjusts Select from the

drop-down list
[Default value]
Semiautomatic
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Parameter Meaning Configuration
Method
Controls how easily the system re [Setting method]
Auto Focus }‘;)n?gs:s when changes occur in the Drag the slider.
Sensitivity Higher sensitivity mearthe camera | [Default value]
will re-focus with minor scene change| 50
Defines the minimum distance at whic
the camera can focus.
I the object is closer than this distanc| [Configuration
the camera will nofocus on it. method]
ThelLeast Select from the
FocusDistance| Example: If set to 1.5 meters, objects | drop-down list
must be more than 1.5 meters away U pefault value]
be in focus.
3m
(L note
Applicable only to vi:

Step 3 Click Apply to save the settirsg

2.4 0SD

Description

The On-Screen Display (OSDJunction allows you to overlay information on video streams,
including:

Device name
Channel ID and name
Time

Customized content

= =4 =4 =4

You can drag and reposition OSD elements on the screen.

Note: When the resolution is set to D1 or CIF, OSD supports @@ tcharacters
OSD supportSimplified Chinese English, numbers, andselect special characters

Procedure

Step 1 Go toSetting > Quick Start > OSD
The OSD page is displayésee Figure A7).
Step 2 Configure the parameters listed Trable 2-11.
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IP Camera

Figure 2-170S D&t & n daamedr a

Quick Start
System
Network
Video/Audio
Image

Event

Storage

Advanced

[ noTE

Up toseven OSD display areasan be configured.

Table 2-11 Parameteref OSD

Parameter

Description

Setting

Time

Enables display of the system
time.

[Setting method]
Tick thetime.

Focusing on the

Displays focusing status.

[Setting method]

of text.

State NOT:E Tick the Focusing on thg
Available only for cameras with| state.
autofocus lenses

Custom OSD | Allows you to add a custom ling [Setting method]

1. Tick the custom OSLO
list.

2. Enterthe characters.

Click ¥ to save the
value.

Time Format

Defines the display format of th
time.

[Setting method]

Select a value from th
drop-down list box.
[Default value]

YYYY -MM-DD
hh:mm:ssavw
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Parameter Description Setting
Font Color Sets the color of the displayed | [Settingmethod]
text. Select a value from th

drop-down list box.
[Default value]
Blank

Font Size Sets the size of the text. [Setting method]
Select a value from th
drop-down list box.
[Default value]
Mid

Font Controls the transparency of th{ [Setting method]

drop-down list box.
[Default value]
Opaque

Font onLighted
Back

Enables background lighting fol
better text visibility.

[Setting method]

Click the button on to
enableFont on lighted
back.

Device Name

Displays thedevice name in the
video.

[Setting method]

Click the button on to
enableDevice Name

PTZ Postion

PTZ Action

PTZ
Temperature

Only used for PTZ cameras

[Setting method]

Click the button on td
enable

[Setting method]

Click the button on td
enable

[Setting method]

Click the button on td
enable

Status Display

Shows live focusing status on

[Setting method]

of Focus screen. Click the button on td
enable

Twelve-hour Enables 1zhour clock format. | [Setting method]

System Click the button on tq

enable

46

IssueV1.0 (202508-04)



IPC

Web Operation Guide Quick Start Settings
Parameter Description Setting
Display Week | Enables display of the current | [Setting method]
weekday. Click the button on tq
enable

Step 3 Click Advancedto configure additional options such as:

Time Format

Font Color

Font Transparency
Font Background

= =4 =4 =4

Step 4 Click Apply .
The messag®Apply success!" confirms that the settings have been saved.

2.5 Date and Time

Description

TheDateand Timepage all ows you to configure the syst
settings. The following parameters can be adjusted:

1 Time zone and Daylight Saving Time (DST)
1 Date and time (manual or synchronized)
1 Network Time Protocol (NTP) server settings

Procedure

Step 1 Go toSetting > Quick Start > Date and Time
TheDate and Timepage appearss shown irfrigure 218.
Step 2 Configure the parameters listedTiable 212.

Figure 2-18Dat et iamael page

IP Camera

uick Start

Q Local Network Video Display 0sD Date and Time
System v

Time Zone (GMT) Greenwich Mean Time : Dublin, Edinburgh, Lisbon, London hd
Network v

Device Time 2024-07-03 13:55:10
Video/Audio v
Image Set Manually 2024-07-03 13:52:58

Synchronize with PC time

Event

NTP
Storage

Daylight Savings Time

Apply
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Table 2-12 Parametersf date andime

Parameter | Description Setting
Time Zone | Sets the time zone of the device. | [Setting method]
N/A Select a value from the
drop-down list box.
[Default value]
Greenwich mean time
Device Displays the current time on the | [Setting method]
Time device. Synchronize the time
from the PC.
Enter a value manually.
Set You calrll set the r(ilevi(_:e timt?\ oe [Setting method]
manually orsynchronize wi .
Manually fime y oy Click Set Manually and
' set the date and time in
the formatYYYY¥YMM-DD
HH:MM: SS.
NTP IP address or domain name of the | [Setting method]
NTP server. Click the button on to
enableNTP and enter a
value manually.
Server NTP is enabld. [Setting method]
Address The NTP servelP. Enter a value manually.
Port NTP isenabled [Setting method]
Port number ofhe NTP server. Enter a value manually.
[Default value]
123
Interval NTP is enabld. [Setting method]
Set time interval to check if the Enter a value manually.
device timehas synchronizeWith [Default value]
the NTP server time.
60
Daylight Adjusts the device time for DST: [Setting method]
Savin i
Time J 1 When DST starts, the devic Cllclglgg)e bll?ttr?tnsc;n to
time is moved forward by _T_.na aylig ving
one hour. Ime.
1 When DST ends, the device
time is moved back by one
hour.

Step 3 Click Apply to save the settings. If the messagpply success!" appears, the settings
have been saved successfully.
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3 System Settings

3.1 Settings
3.1.1 Device Information

Description
TheDevice Information page displays the following system details:

1 Device ID, name, type, model, manufacturer name, and MAC address

1 Hardware version and software version

1 Video channel count, alarm input/output channel count, serial port count, and number of
network cards

L) noTE
1 The device name is the only editable field.
1 All other parameters are vieanly.
1 Device information updates automatically after a software upgrade

Procedure

Step 1 Go toSetting > System > Settings > Device Info
TheDevice Infopage is displayedas shown ifrigure 31.

Figure 3-1De v indma g e

IP Camera

Al_MULTIOBJECT

SN-IPREDSSAKAN-Z2.7-135-23

IPCamera

V220064 22

15.0.1603.1006.3.0.26.0

v3.0_20240624

Apply

Step 2 View the system information and set thevice Nameas needed, according to
Table 31.
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Table 3-1 Parameters afevice
Parameter Description Setting
DevicelD A unique identifier used for [Setting method]
platform management. The parameter cannot be
modified.
QR Code The code and codgharacters Click the icon to enlarge thg
NOTE code.
Avail abl e on some
P2P Enables peeto-peer (P2P) [Setting method]

connection. Wh ¢
P2P status is "Online", users cat
manage it via mobile apps

NOTE

Avail abl e on some

Enable

Device Name

The name used to identify the
device

NOTE

Maxi mum Bénboyh@ss
SimplifiedhaChicntes s
Modi fication. fails

[Setting method]
Enter a value manually

MAC Address

Camera Type

Product Model

Manufacturer
Name

Hardware
Version

FirmwareVersion

Uboot version

Kernel version

Video Channel(s)

Channel Quantity

Alarm Input
Quantity

Alarm Output
Quantity

Serial Port
Quantity

It showsthe performanceof
camera

[Setting method]

These parametgcannot be
modified.

50

IssueV 1.1(202401-18)



IPC
Web Operation Guide SystemSettings

Parameter Description Setting

Network card
Quantity

Step 3 Click Apply.

1 If the messagBApply success!" appears, the settings have been saved.

1 If "Apply failed!" appears, you must requé&srameter Configure permissions from an
administrator.

3.1.2 Date and Time
The detailednformation please refer t€hapter 2.5

3.1.3 System

Procedure:

Step 1 Go toSetting > System > Settings System
The Systempage is displayed (séegure 32).
Step 2 Choose the language from the dralown list.

Figure3-2Sy st e m

IP Camera =1 @

Live View Playback

uick Start ‘ : ‘
Q Device Info Date and Time PTZ Keyboard System Software Licenses

System &
Language English v

Settings
Change Password
User
Device Log
Maintenance
Security
Network v
Video/Audio v
Image
PTZ
Event

Storage
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3.1.4 Software Licenses
Procedure
Step 1 Go toSetting > System > Settings > Software Licenses

The Software Licensegage is displayedas showrin Figure 33.

Figure3-3 S o f t lwa e pasgees

IP Camera

uick Start
@ Device Info Date and Time System Software Licenses
System *
Open Source Software Licens...

Settings

Change Password

Usar

Device Log

Maintenance

Security
Network v
Video/Audio ~

Image
Event

Storage

Step 2 Click View Licensesto display the list of opersource software licenses used in the
system.

3.2 Change Password

1.3 For detailedinformation please refer t€hapter 1.2

3.3 Configure User
3.3.1 Add User

Description
This function allows you to add, modify, or delete users irPtiidlege Manager section.

Procedure

Step 1 Navigate toSetting > System > User
TheUserpage is displayed, as showrFHigure 34. Table 32 describes the
parameters.
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SystemSettirgs

IP Camera

Quick Start

System
Settings
Change Password
User
Device Log
Maintenance
Security

Network

Video/Audio

Image

Event

Storage

Figure3-4Us er page

Online User

Add

D User Name Groups Description Operate

1 admin

SuperAdmin admin O}

Step 2 Add, modify, or deleteisersasneeded

Table 3-2 Parametersf user

include:

Super Admin: Full access to all
system features

Administrators : Access to live
video, playbackPTZ, audio,
system, log, record policies, disk
config, privilege, and parameter
settings

Operator: Access to live video,
playback, PTZ, parameter config
and maintenance

Media User. Live video only

Parameter | Description Setting

ID User ID User ID (not
configurable).

UserName | Name used to log in to tlemamera [Setting method]
Select a value from
the dropdown list
box.

Groups Specifies the user group. Default grot | [Setting method]

Click Add, then
select a value from
thedrop-downlist
box
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Parameter | Description Setting
Notes Optional notes for the user. [Setting method]
Click Add, then
enter a value
manually.
Operate Actions include view, modify, and delet| [Setting method]
NOTE Click the icon as
Super Admin can be viewed only. requirel.
Table 3-3 Operatiordescription
Function Procedure Description
Add 1. Click Add. Add anadministrator or a
TheAdd User page is displayed | common useas shown in
as shown irFigure 35. Figure 35.
2. Enter ausername password,
confirm password
3. Selectagroupfrom thedrop-down
list box.
4. Enterthe notes (Optional)
5. Check the privilege.
6. Click OK.
The user is added successfully.
Modify . Modify the user name,
1. Clek assword, group or
The Modify User page is privile o » group
displayed. P 9
2. Modify the user name, password,
groupor privilege
3. Click OK.
Theuseris modified
successfullyThe Userpage is
displayed.
Delete Click the ! jcon. Deletesa user.
When prompted witHConfirm to
delete?’ click OK
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Figure3-5Adds er

[

nline User

« Add User

User Name
Pazsword

Confirm Password
Lavel

Motes

Privilege

Live Video

Video Control

PTZ Cantral

Audio

Playback

Backup

Record Strategy
Disk Config
Privilege Manager
Parameter Configuration
Systern Maintenance

Log

[ noTE

Administrators

page

Privilege Description

Click the privilege list to view a detailed breakdown of functions associated with each user group

3.3.2 Online User

Procedure

Step 1 Navigate toSetting > System > User > Online UseiTheOnline Userpage is

displayed as shown irFigure 36.
Step 2 View all users currently connected to the system in real time.
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Figure3-60Onl i ne wuser
IP Camera ® L3
Playback Setting
Difzefies User Online User
System o
Refresh
Settings
|v] User Name Groups IP Address User Operation Time
Change Password
1 admin SuperAdmin 192.168.0.190 2024/07/03 17:40:09
User
Device Log
Maintenance
Security
Network v
Video/Audio ~
Image
Event
Storage

3.4 Query Device Logs
3.4.1 Query Operation Logs

Description

The operation log records user actions and schedag#dnstructions during device operation.
These logs are categorized as follows:

Privilege manager
System maintenance
Device operations
Recording operations
Video control

Live video

=A =4 =4 =4 -4 =4

Procedure

Step 1 Navigate toSetting > System > Device Log > Operation Log
The Operation Log page appearss shown ifrigure 37.
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Figure 3-70per ation | og page

IP Camera = 3
Live View VS Setting
uick Start
a Operation Log Alarm Log Collect All Logs
System o
Operation Log All Types ~
Settings
Start Time 2024-07-02 17:58:54
Change Password
End Time 2024-07-03 17:58:54
User
Device Log
Maintenance
Time User Name Log Info
Security
Network v
Video/Audio v
Image
Event
Storage

Step 2 Setthequery conditions
1 Select the type of operation logs from thperation Log drop-down list.
1 Click theBegin TimeandEnd Time text boxes to display the time selection panel, and set the
desired time range.
1 Select the username from tbeer Namedrop-down list.
Step 3 Click Search. Thelogs matching the specified @Tia are displayed.

Download the operation logs.

To download logs:
Step 1 Select the log type.
Step 2 Set thestart time, end time, andlog type.

Step 3 Click Download.
Step4The | og Excel file will be saved automat |

3.4.2 Query Alarm Logs

Description
Alarm logs capture events triggered by system alerts, including:

1 Security alarms
1 Disk alarms
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1 Recording alarms
1 Intelligent analysis alarms

Procedure

Step 1 Navigate taSetting > System > Device Log > Alarm Log
TheAlarm Log page appeayss shown ifrigure 38.

Figure 3-8 Al ar m | og page

IP Camera
Live View VS Setting
ick Start
(@i 4 Operation Log Alarm Log Collect All Logs
System =
Alarm Type All Types ~
Settings
Start Time 2024-07-03 09:48:32
Change Password
End Time 2024-07-04 09:48:32

User
Device Log
Maintenance
Alarm Begin Time Alarm End Time Log Info Source ID
Security
2024-07-03 14:47:18 2024-07-03 15:18:26 Motion Detect Alarm 1
Network v i
2024-07-03 14:46:54 2024-07-03 14:47:04 Record Storage Failed 1
Rileendi v 2024-07-03 14:19:53 2024-07-03 14:44:34 Motion Detect Alarm 1
Image 2024-07-03 14:14:27 2024-07-03 14:14:47 Motion Detect Alarm 1
Event 2024-07-03 14:10:35 2024-07-03 14:10:45 Motion Detect Alarm 1
Storage 2024-07-03 13:57:39 2024-07-03 14:07:32 Motion Detect Alarm 1
2024-07-03 13:41:40 2024-07-03 13:56:36 Motion Detect Alarm 1
2024-07-03 13:17:38 2024-07-03 13:40:15 Motion Detect Alarm 1
2024-07-03 12:19:03 2024-07-03 13:16:25 Motion Detect Alarm 1
2024-07-03 12:16:26 2024-07-03 12:16:56 Motion Detect Alarm 1
1 v 3ol

Step 2 Set thesearchconditions
1 Click theBegin TimeandEnd Time text boxes to set the time range.
1 Select the alan type from theAlarm Type drop-down list.

Step 3 Click Search
The alarm logs of the specified type are displayed.

Step 4 Download the alarm logs.

1. Select a log type

2. Set the start time and end time.

3. Click Downloadto download the logs

4. The excel file will be saved tihe default download path of browser

3.4.3 Collect All Logs

Description

This feature allows you to download all logs related to the device for troubleshooting and analysis.
Log types include:

1 Device overview
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Key parameters
Operation logs
Alarm logs
Upgrade logs
Debugging logs

= =4 =4 -4 -4

Procedure

Step 1 Navigate taSetting > System > Device Log > Collect All Lag
The Collect Log page appeayss shown ifrigure 39.

Figure 3-9Co Itl elcog page

IP Camera

uick Start
= Cperation Log Alarm Log Collect All Logs
System o
Collect All Logs
Settings

Change Password

User

Device Log

Maintenance

Security
MNetwork v
Video/Audio v
Image
Event

Storage

Step 2 Collect logs with one click.
1. Click Collect, a downloacpop-up windowwill appear
2. The log file will automatically be saved to the browser's default download location.
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3.5 Maintain the Device
3.5.1 Reboot Device

Description
Use this feature to reboot the device in scenarios including, but not limited to:

1 Device parameters have been configured incorrectly, causing improper aperatio
1 A parameter reset is needed for the changes to take effect.
1 Remote reboot is required for maintenance or troubleshooting.

Procedure

Step 1 Navigate taSetting > System > Maintenance > Reboot
The Camera Maintenancepage is displayeds shown irFigure 310.

Figure 3-10Reboot device page
IP Camera N @

Live View Playback

Quick Start

Reboot Upgrade Restore mport/Export Configuration

System ~
Manual Reboot

Settings
Reboot The Device Reboot
Change Password

Auto Reboot
|

Jser

Auto Restart
Device Log

Reboot Interval Everyday hd
Maintenance

Time 0 v 0 w
Security

Appl
Network v ey
Video/Audio ~
Image

Event

Storage

Step 2 Click Reboot
1 A confirmation message appedtare you sure to restart?"
1 Click OK to proceed.

Step 3 The devicewill restart successfully within approximatelye minutes.

Auto Reboot Configuration:

You can also configure the device to reboot automatically at scheduled intervals.
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Step 1 EnableAuto Rebootby checking the appropriate option.
Step 2 Choose the desiraéboot interval from the dropdown list:
1 Every Day
1 Every Week
1 Every Month

Figure 3-11Ca merua otr est ar

Auto Reboot

Auto Restart o

Reboot Interval Everyday h
Time 0

Apply

Step 3 Click Apply. The auto reboot schedule will take effect, and settings will be saved.

3.5.2 Upgrade the Software Package

Description

You can upgrade the device softwasckage through the web interface. This process ensures the
device runs the latest version with improved features or resolved.issues

Procedure

Step 1 Navigate toSetting > System > Maintenance > Upgrade
TheUpgrade page is displayed.
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Figure 3-12Up dat e fil e
IP Camera @ .3

Playback VS Setting

Quick Start

Reboot Upgrade Restore mport/Export Configuration

System ”~
Update File Select File Ng file Chosen
Settings
Change Password
User
Device Log
Maintenance
Security
Network v
Video/Audio v
Image

Event

Storage

Step 2 Click SelectFile to browse and choose the appropriate upgrade file.
Step 3 Click Update to begin the upgrade process.

If the messagéUpdating, please wait a few minutes, and do not close the browsers
displayed:

1 The upgrade is in progress.
1 The device will automaticallgeboot after the update completes.

If another message is displayed, ensure you have selected the correct upgrade package and
try again.

A CAUTION

Do not power off the camera during the upgrade process.
Power failure during an upgrade may result in device malfomcti

3.5.3 Restore Device to Factory Settings

Description

You can restore the device to its factory default settings. This feature is recommended in the
following scenarios:

1 The device configuration is incorrect, causing operational issues
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T You want to reset afjarameters
1 A clean factory default state is required for troubleshooting

A CAUTION

After clicking Restore all configuration settings will be reset to factory defau

You may choose whether or not to retain the current IP address.

Usefunction carefully

Procedure

Step 1 Navigate taSetting > System > Maintenance > Restore
TheRestorepage is displayed

Figure3-13Rest ore devi ce

IP Camera

Quick Start

Reboot Upgrade Restore mport/Export Configuration

System *
Reserve IP Setting

Restore

Reset to Factory Setting

Maintenance

Security
Network v
Video/Audio ~
Image
Event

Storage

Step 2 Click Restore The messageAre you sure to restoP&is displayed.
Step 3 Click OK. The devicebegins restoringo its factorydefaultsettings After the process
completes, the device will reboot with factory defaults applied.

3.5.4 Export /I mport Configuration

Description

This feature allows you to back up the current configuration and restore it later. You can export the
settings to a local hamive and import the same configuration to:
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1 The current device
1 Other cameras of the same model

The configuration file is saved asenfig.bin.

Procedure

Export Configuration
Step 1 Navigate taSetting > System > Maintenance > Import/Export Configuration
TheExport / Import Configuration page is displayed (séegure 314).
Step 2 UnderExport Configuration :

o Enter thepassword
o Click Export.

Step 3 A message will appeatExport Confi guration File 8 Downloading, Please Wait!"
The configuration file will be downloaded to your local system.

Figure 3-14Ex polrmp G/oh f i guaqe i on

IP Camera

uick Start
E Reboot Upgrade Restore mport/Export Configuration
System A
Import Configuration
Settings
Import Configuration et
Change Password
Select File Mo file Chosen
User
Device Log
Export Configuration

Maintenance

Network e Export Configuration e
Video/Audio v

Image

Event

Storage

Export Configuration File

Downloading, Please Wait!

Import Configuration
Step 1 UnderImport Configuration :

o Enter thepassword
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o Click Select File then browse and select tbenfig.bin file from your local drive.
o Click Upload to begin the import process.
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3.6 Configure Security

3.6.1 IP Filter

Description

ThelP Filter function allows you to control access to the device based on IP address ranges. You
can specify whether to allow or deny access to certain IP segments using whitelist or blacklist rules.

Procedure

Step 1 Go toSetting > System > Security > IP Filter
ThelP Filter page is displayed (séegure 315).

Step 2 Click the toggle switch to enablB Filter .

Step 3 Configure the parameters listedTiable 3-4.
Figure 3-15IPfi | p &g e

IP Camera

Quick Start

P Filter TPS t ri ices
System ~
P Filter 0
Settings
Rule Type Black List hd
Change Password
. Black List (Following Network Segments are Forbidden) -+
Pafralag Begin IP Address End IP Address Description Edit
Maintenance
Security
Network v
Video/Audio ~
Image
Event
Storage
Apply
Table 3-4 Parametersf | P filter
Parameter | Description Setting
IP Filter Enables or disables the If [Setting method]

Filter function.

Click the button on

[Default value]
OFF
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Parameter | Description Setting

RuleType IP filter type, incluang [Setting method]

black list and white list. | select a value from the drajpwn
list box.

[Default value]
Black List

Black List Specified network [Setting method]

segment should deanned +
1. Click to enter the add

black/white list pageas shown in
Figure 316

Enter Begin IP Address.
Enter End IP Address.
EnterDescription

Click OK, the black list added
succestully.

S

White List Allow specifiednetwork | [Setting method]

segmento access +
1. Click to enter the add

black/white list pageas shown in
Figure3-16.

Enter Begin IP Address.
Enter End IP Address.
EnterDescription

Click OK, addthe white list
succeshully.

S

Figure 3-16 Ad tPfi | p &g e
Add *
Begin IP Address

End IP Address

Description

[ NnoTE

Click ¢ to modify the parameters of setting black list or white.

Click to delete the setting black list or white.

Step 4 Click Apply.
Thelf the message "Apply success!" appears, the IP Filter has been successfully
configured.
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3.6.2 HTTPS Certificate

Description

This section allows you to generate and install an HTTPS certificate for encrypted communication
between the camera and your browser. You can create a certificate request, uploaobatyhird
certificate, or manage existing certificates.

Procedure

Step 1 Navigate taSetting > System > Security > HTTPS Certificate
TheHTTPS Certificate page is displayedas shown ifrigure 317

Figure 3-17HTTPS Certi ficate

IP Camera 3
Live View Playback
Loazsrzn P Filter HTTPS Certificate Security Services
System ~ )
Certificate Request
Settings

Country

Change Password .
State or Province

User

Location

Device Log
Organization

Maintenance
Organization Unit

Security

Common Name 192.168.0.120

Network v
Create
Video/Audio v )
Upload File

Image Server Cert Select File Mo file Chosen
Event

Server Key Select File No file Chosen
Storage

Step 2 Create the cerificate request
1. Fill in the certificate request detalils:

Country

State or Province

Location

Organization

Organization Unit

CommonName( e. g., the deviceds | P address or

=A =4 =4 4 -8 -4

2. Click Create to generate the certificate request file.
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3. Send thegenerated file to a thirgarty Certificate Authority (CA) to obtain the signed certificate.

1 After receiving the certificate from the CA, cli@elect Fileunder the appropriate field and
upload it.

1 Once successfully uploaded, the certificate welMisible and active on the HTTPS web
interface.

Select Certificate File Select File o file Chosen

Eestore

Step 3 To import the certificate from third party:
1. Under thdJpload File section:

1 IntheServer Certfield, click Select Fileand choose the certificate file issued by the CA.
1 IntheServer Keyfield, click Sdect File and upload the corresponding private key file.

2. Click Upload to apply the certificate.
3. Reboot the camerdor the HTTPS certificate to take effect.
Step 4 Delete an Existing Certificate

1 To remove a previously uploaded certificate, clidete
3.6.3 Security Services

Description

To enhance device security, you can enableltggal Login Lock feature. When enabled, the
system will lock the user account for a specified duration after a defined number of incorrect
password attempts.

Procedure

Step 1 Navigate toSetting > System > Security > Security Services
The Security Servicegpage is displayedas shown irfFigure 318.
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Figure 3-18Secuseli v yage

IP Camera

Quick Start

P Filter HTTPS Certificate Security Services
System -

Illegal Legin Lock ()
Settings

Error Attempts 5 (1~30)
Change Password

Lock Time 15 (1~30)Min
User
Device Log

Apply

Maintenance

Security
Network v
Video/Audio ~
Image
PTZ
Event

Storage

Step 2 Configure the following settings:

1 lllegal Login Lock: Toggle this switcfON to enable account lockout for failed login
attempts.
1 Error Attempts : Enter the number a@fllowed incorrect password attempts before lockout is
triggered.
o Range 1130
o Example: Setting this to 5 means the account will be locked after 5 failed login
attempts.
1 Lock Time: Enter the duration (in minutes) for which the account will remain locked afte
exceeding the allowed attempts.
o Range 1i 30 minutes
o Example: Setting this to 15 means the account will be locked for 15 minutes.

Step 3 Click Apply.

T A messagéApply success!" confirms that the settings have been saved.
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4 Configure the Network Service

4.1 Basic Settings
4.1.1 Local Network

For detailedinformationon Local Network Settingplease refer t€hapter 2.5

4.1.2 Device Port

Description
To enable proper network routing within a LAN, you must configure the following ports:

HTTP Port

Control Port

RTSP (RealTime Streaming Protocol) Port
HTTPS (SSL) Pot

= =4 =4 =4

These ports are essential for web access, video streaming, and secure communication

Procedure

Step 1 Navigate toSetting > Network > Settings > Device Port
TheDevice Portpage is displayed (séggure 41).
Step 2 Set the parameteras shown irmmable 41.

Figure4-1Devpoet page

IP Camera

uick Start
Q Local Metwork Device Port Port Mapping DDNS PPPoE
System v
Control Port 30001 (1025~65535)
Network ~
HTTP Port 80 (1~-65535)
Settings
RTSF Port 554 (1~B85535)
Advanced Settings
HTTPS Port 443 (1~65535)
Video/Audio ~
Image
Apply
Event
Storage
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Table 4-1 Parametersf deviceport

Parameter | Description Setting
Control Used for audio, video transmission, and [Setting
Port signaling interaction. method]
Enter a value
manually.
[Default
value]
30001
HTTP Port | ort used for standard web acci [Setting
If changed (e.g., to 86), access the device | method]
using: Enter a value
http://192.168.0.120:86/ manually.
[Default
value]
80
RTSP Port | Port for RTSP protocol (streamin [Setting
Example: Input method]
rtsp://192.168.0.120:554/snl/live/1/1 Enter a valud
into VLC to view live video. manually.
Refer toConfiguration > Protocol > Protocol [Default
Info for further details. value]
554
HTTPS secureport for web access using S [Setting
Port Before use, ensui@/eb Modeis set to method]
HTTPS underConfiguration > Device > Enter a value
System manually.
Access formathttps://192.168.0.120:443 [Default
value]
443
SSL Secure socket layer contiodrt. [Setting
Control method]
Port Note: This option is available on select model{ gnter a value
only. manually.
[Default
value]
20001

(L) noTE

It is generallynot recommendedto change th€ontrol Port.
Refer to theCommunication Matrix for valid port ranges for Control, HTTP, and SSL ports
Step 3 Click Apply.
1 If the messageApply success!" appears, the settings have been saved.
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1 If you se€'Port invalid, please check it," review and resnter valid port numbers.

4.1.3 Port Mapping

Description

Port mapping helps establish a mapping relationship between the private network and the external
network. Port mapping allows outside computers to access intranet devices so that the network
works efficiently.

Procedure

Step 1 ChooseSetting > Network > Settings> Port Mapping.
ThePort Mapping page is displayed, as shownFigure 42.

Figure4-2Pomapppage

IP Camera =N

Live View

Quick Start

Local Network Device Port Part Mapping DDNS PPPoE
System v
Port Mapping O
Network =
Map Mode Auto h
Settings
Auto Port Mapping
Advanced Settings
Video/Audic v
Status Port Type External Port External IP Address Status
Image
HTTP 80 0.0.0.0 Inactive
Event
RTSP 554 0.0.0.0 Inactive
Storage 3
CONTROL 30001 0.00.0 Inactive
HTTPS 443 0.0.0.0 Inactive
Apply

Step 2 Click the button on t@nablePort Mapping.
Step 3 Set the parameters accordingliable 42.

Table 4-2 Parametersf port mapping

Parameter Description Setting

Port Mapping Enables or disables the port [Setting method]

mapping service. Click the button on
[Default value]
OFF
Map Mode Defines how Auto and Manual | [[Setting method]

ports are mapped Select a value from
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Parameter Description Setting
thedrop-down list
box.

[Default valué
Auto
Port Type Types of ports used in the N/A
mapping:
IncludesSSL Control, HTTP,
RTSP, Control, andHTTPS.

ExternalPort The port number used on the [Setting method]
manuallyin map
mode

ExternallP IP address used on the external| N/A

Address network to access the device.

State Displays the current mapping N/A

status for each port.

Step 4 Click Apply.
1 If the messagBApply success!" appears, the settings have been saved.
1 If any other message appears, review and correct the parameters.

4.1.4 DDNS

Preparation

Before configuring DDNS, ensure that:

1 The camera is connected to the Internet.
T You have obtained a valissernameandpasswordfor logging into the Dynamic Domain
Name Systm (DDNS) server.

Procedure

Step 1 Navigate toSetting > Network > Settings > DDNS
The DDNS page is displayedas shown irrigure 43.
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Figure4-3DDN@age

IP Camera 31 3
Live View VS Setting
oz 2 S Local Network Device Port Part Mapping DDNS PPPoE
System v
DDNS [ @)
Network ~
Provider 3322_ddns hd
Settings
MNetwork Card Mame eth0 >
Advanced Settings
Host Name
Video/Audio v
Account
Image
Password et
Event
Test DDNS
Storage
Apply
Step 2 Click the toggle switch to enabl2DNS.
Step 3 Configure the parameters as showiiable 43.
Table 4-3 Parameteref DDNS
Parameter | Description Setting
DDNS Enables or disables tlRDNS service. | [Setting method]
Click the button on to
enable DDNS.
[Default value]
OFF
Provider elect your DDNS service provids [Setting method]
_ Select a value from
Currently supported providers: the dropdown list
3322 S box.
1 DDN
1 Dyndns [Defaultvalug
3322
NOTE
Set this par
the site reqg
Network Specifies which network card to use { [Setting method]
Card Name | DDNS. Select a value from
the dropdown list
box.
[Default valug
EthO
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Parameter | Description Setting

HostName | Custom domain name set by tieer. | [Setting method]
Enter a value

manually.
[Default value]
Blank
Accounts Username for logging into the DDNS| [Setting method]
service. Enter a value
manually.
[Default value]
Blank
Password Password for logging into the DDNS | [Setting method]
service. Note: Set gllarameters Enter a value
according to your DDNS service manually.
providerodds instr(
[Default value]

requirements.

Blank

Step 4 Click Apply.
If the message "Apply success!" appears, the configuration has been saved.
If an eror appears, review the settings and correct any incorrect values.

4.1.5 SetPPPoE

Preparation

Before configuring PPPoE, obtain yawsernameandpasswordfrom your Internet service
provider (ISP).

Description

If the camera connects to the InternetRRPOE (Point-to-Point Protocol over Ethernet), you
must enter the provided credentials on the PPPoE configuration page. Once the device restarts, the
PPPOE settings take effect, and the system will obtpirbéc IP address

Procedure

Step 1 Navigate toSetting > Network > Settings > PPPoE
ThePPPoEpage is displayedas shown ifrigure 44.
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IP Camera

Quick Start
System
Network
Settings
Advanced Settings
Video/Audio
Image
Event

Storage

Figure4-4PPPOE page

3

Setting

DDNS PPPaE

& ®
Live View Playback

Local Network Device Port Port Mapping
PPPOE [ @)
Account
Password |
IP Address Empty

Apply

Step 2 Click the toggle button tenable PPPoE
Step 3 Set the paramets according td@able 44.

Table 4-4 Parametersf PPPoE

Parameter Description Setting
PPPoE Click to enablePPPoE dialing [Setting method]
Click the button on
[Default value]
OFF
Accounts User namef PPPOE provided by| [Setting method]
the network carrier Enter a value
manually.
Password Passworaf PPPoEprovided by | [Setting method]
the network carrier Enter a value
manually.

Step 4 Click Apply .

1 If the messagApply success!"appears, the settings have been saved.
1 If another message appears, review and correct the entered credentials.

Note: The IP address assigned via PPPoE will be displayed after a successful connection.
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4.2 Advanced Settings
4.2.1 SetFTP

Description

WhenFTP (File Transfer Protocol) Uploadis enabled, the device will automatically send
captured alarm snapshots (JPG images) to a designated FTP server

Procedure

Step 1 Navigate taSetting > Network > Advanced Settings > FTP
The FTP configuration page is displayed shown irFigure 45.

Figure4-SFT Bpage

IP Camera

Quick Start

System ~

FTP Upload [ @]
Network S
FTP Address
Settings
FTP Port 21
Advanced Settings
) ) Account
Video/Audio ~
Password et
Image
FTP Path (Composed of numbers, letters, and underscores starting with / ar')
Event
Media Type Snapshot hd
Storage
FTP Over SSL/TLS(FTPS)
Test FTP
Apply

Step 2 Click the toggle button tenable FTP Upload
Step 3 Set the parametees shown ifmable 45.

Table 4-5 Parametersf FTP

Parameter | Description Setting
FTP Upload | Enables or disables FTP | [Setting method]
upload functionality. Click the button on
[Default value]
OFF
FTP Address| IP address of the FTP | [Setting method]
server.

Enter a value manually.

FTP Port Portnumberof the FTP [Setting method]
server. N/A

[Default value]
21
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Parameter | Description Setting
Account Username for FTP [Setting method)]
server login.

Enter a value manually.

Password Password for FTP server| [Setting method]
login. Enter a value manually.

FTP Path FTP Patlon the FTP [Setting method]
server to store images. | Enter a value manually.

Media Type | Specifies the type of mediggettiPmethod]

Select a value from the drajown
T Snapshot(JPG | jist box.

image)
g Video Clip (only if | [Pefault value]
supported) Snapshot
FTP over Enables encryption during [Setting method]
SSL/TLS file transfer using Tick
(FTPS) SSL/TLS.

Step 4 Click Test FTPto verify the connection.
If "Test succeed"appears, the configuration is correct.
If "Test failed" appears, review and correct the FTP settings.

Step 5 Click Apply.
1 If the messag®Apply success!" appears, the configuration has been saved successfully.
1 If an error message appears, retiseinput accordingly.

4.2.2 SetSMTP

Description

If the Simple Mail Transfer Protocol (SMTP) function is enabled, the deviit@automatically
send JPG images and alarm information to specified email addresses when an alarm is generated.

Procedure

Step 1 ChooseSetting > Network> Advanced Settings> SMTP.
The SMTP page is displayed, as shownrFigure 46.
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Figure 4-6 SMTPag e

IP Camera
Setting
Quick Start - _ S - . R e . . - -
FTP SMTP HTTPS Qos 802.7x SNMP ONVIF Platform Access Multicast Param CGI Alarm Service Center
System v
SMTP Server Address
Network ~
SMTP Server Port 25
Settings
User Email
Advanced Settings
. . Password* et
Video/Audio v
Send Anonymously
Image
Recipient_E-mail_Address1
Event
Recipient_E-mail_Address2
Storage

Recipient_E-mail_Address3

Recipient_E-mail_Address4

Recipient_E-mail_Address5

Transport Mode No Encrypt v

Send Interval 0 (0~60)s

Image Number 1 (1~5)

Image Interval 1 0.1~5)S
Email Test

Step 2 Set the parameters accordingliable 46.
(L] noTE

Fields marked with an asterisk (*) are mandatory

Table 4-6 Parameteref SMTP

Parameter | Description Setting
SMTP Servel IP address of the SMTP | [Setting method]
Address Server. Enter a value manually.
SMTP Server| Port number of the SMTR [Setting method]
Port Server. Enter a value manually.
[Default value]
25
UserName | User name of |[PeHirg method]
email account. Enter a value manually.
Password Password fot h e s e[ [Setting method]
email account. Enter a value manually.
Sender E Email address used to se| [Setting method]
mail Address| alerts. Enter a value manually.
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Parameter | Description Setting
Recipient_E | Primary recipient email | [Setting method]
mfll_Addres address. Enter avalue manually.
S

Recipient_E | Optional second recipiel

mail_Addres

s2

Recipient_E | Optional third recipien

mail_Addres

3

Recipient_E | Optional fourth recipien

mail_Addres

s4

Recipient_E | Optional fifth recipient.

mail_Addres

s5

Attachment | Higher quality uses more | N/A

Image storage. Set based on

Quality requirements.

Transport Email encryption mode. | [Setting method]
Mode Set this parameter based

on the encryption modes
supported by the SMTP
server.

Select a value from th#drop-down

list box.

[Default value]

No Encrypted

Step 3 Click Apply.

1 If the messagéApply success!" appears, the settings have been saved successfully.
i If another message appears, review and correct any parameter errors.

4.2.3 SetHTTPS

Preparation

If users wish to access the camera's web interface securélff VRS, they must first configure
the HTTPS port. For example, to accesswhéinterface, input:

https://192.168.0.120:443
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Figure 4-7THTTPS page

IP Camera

uick Start
2 FTP SMTP HTTPS Qos 802.1x SNMP ONVIF Platform Access Multicast Param CGI Alarm Service Center

System v

Status c

HTTPS Port 443 (1~65535)

Network &
Settings
Advanced Settings
Apply
Video/Audio v
Image

Event

Storage

Procedure

Step 2 Navigate taSetting > Network > Advanced Settings > HTTPS
TheHTTPS configuration page is displayed (see Figwg)4

Step 3 Toggle theStatusswitch toenable HTTPS

Step 4 In theHTTPS Port field, enter the desired port number.

o Valid Range 1i 65535
o Default: 443

Step 5 Click Apply.

1 If the messag®Apply success!" appears, the HTTPS configuration has been saved.
1 You can now access the device securely using the designated port.

4.2.4 SetQOS

Description

If the device is connected ta@uter or switch that support®oS (Quality of Service) and the
network equipment is configured with appropriate priority rules, data packets from the device will
be prioritized accordingly.

This setting helps ensure better performance and bandwidth management for critical services such
as video streaing, alarms, and control commands.

Procedure

Step 1 Navigate taSetting > Network > Advanced Settings> QOS.
TheQOS page is displayed, as shownFigure 48.
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Figure 4-8 QO P ag e

IP Camera

Quick Start

System <7
Audio/Video Dscp 0 (0~63)
Network =

Alarm Dscp 0 (0~63
Settings

Command Dscp 0 (0~63)
Advanced Settings
Video/Audio ~
Image

Event

Storage

Step 2 Enter values for the following fields. Valid input range for eaddi &3:

1 Audio/Video DSCP. Priority levelfor audio/video data

1 Alarm DSCP: Priority level for alarm signals

1 Command DSCR Priority level for control commands
Step 3 Click Apply.

1 If the messag@Apply success!" appears, the settings have been successfully applied.

1 If any error occurs, verify the DCvalues entered and correct them.
4.2.5 Set802.1x

Preparation

Ensure thaB02.1x authenticationis configured on the device's network port. This standard verifies

user identity and helps control access to network resaurces

Procedure

Step 1 Navigate taSetting >Network > Advanced Settings > 802.1x
The802.1xconfiguration page is displayeds shown irFigure 49.
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Figure 4-98 02p adge

IP Camera

QUISKSEE FIP SMTP  HTTPS  QOS  8021x  SNMP  ONVIF  Platiorm Access  Multicast Param G Alarm Service Center
System v

Network =

Settings

Advanced Settings

. . assWi Mrt

Video/Audio ~

Image
Event

Apply
Storage

Step 2 Toggle theB02.1xswitch toenableauthentication.
Step 3 Choose th&AP Method (Extensible Authentication Protocol)from the dropdown

list:
1T EAP-MD5
1 EAP-TLS

Step 4 Enter theAccount Name
Step 5 Enter and confirm thPassword
Step 6 Click Apply.

If the message "Apply success!" is displayed, the settingshearesaved successfully.

4.2.6 Set SNMP

Description

Simple Network Management Protocol (SNMP)s an internestandard protocol used for
managing devices on IP networks. This system sigpo

1 SNMPv1
T SNMPv2c
T SNMPv3

Each version has unique security models and configuration parameters

Procedure

Step 1 Navigate taSetting > Network > Advanced Settings > SNMP
The SNMP page is displayedas shown irFigure 410.
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Figure 4-10SNMPa g e

IP Camera

Setting

Quick Start

FTP SMTP HTTPS Qos 802.1x SNMP ONVIF Platform Access Multicast Param CGl Alarm Service Center
System v
SNMPYT [ @)
Network =
SNMPv2c [ @)
Settings

Write Community
Advanced Settings

Read Community

Video/Audio v
Trap Address
Image
Trap Port 162
Event
Trap Community
Storage

SNMPv3
SNMP Port 161

Apply

Step 2 Toggle the appropriate buttons to engdMPv1, SNMPv2c¢ or SNMPV3.
Step 3 Configure parameters as showrilable 47.
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Table 4-7 Parameteref SNMP

Parameter | Description Setting

SNMPv1 Versionof SNMP. [Setting method]
SNMPv1 and SNMPwuse Click the button

SNMPv2c | communities to establish trust betwee| on.
managers and agen#sgents support [Default value]
three community namesirite OFF
community readcommunityand trap.

Write Name of write community. [Setting method]

Community | The write community only can modif Enter a value
data. manually.

Read Name of read community.

Community | The write community only can read da

Trap IP address of the trap.

Address

Trap Port | Managemenport of accepting messag
from trap.

Trap Community stringof trap.

Community | The trap community string allows th
manager to receive asynchronc
informationfrom the agent.

SNMPv3 Versionof SNMP. [Setting method]
SNMPv3 uses community stringbut | Click the button
allows for secure authentication a| on
communication between SNM [Default value]
manager and agent. OFF

Read Nameof readsecurity:. [Setting method]

Security Enter a value

Name manually.

Write Nameof write security.

Security

Name

Security Security Levebetween SNMP manag({ [Setting method]

Level and agent, includesree levels:

No auth: No authentication and no
encryption

Auth: Authentication but no encryptior

Priv: Authentication and encryption

Select avalue
from the drop
down list box.

[Default value]
Blank
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Parameter | Description Setting
Auth Authentication Algorithm, includes| [Setting method]

from the drop
down list box.

[Default value]

Blank
Auth Authenticatiorpassword. [Settingmethod]
Password Enter a value
manually.

Encrypt Encryption Algorithm, includes DES [Setting method]
Algorithm | and AES. Select a value

from the drop
down list box.

[Default value]
Blank

Encrypt Encryptionpassword. [Setting method]
Password Enter a value
manualy.

SNMP Port | Port of SNMP. [Setting method]

Enter a value
manually.

[Default value]
161

Step 4 Click Apply.

1 If the messag®Apply success!" is displayed, your SNMP settings are saved.
1 If another message appears, verify and correct the configuration

4.2.7 View ONVIF

Description

The ONVIF page displays details about the protocol configuration used for external integration
with ONVIF-compliant systems.

Procedure:

Step 1 Navigate toSetting > Network > Advanced Settings > ONVIE
The ONVIF page is displayedas shown irrigure 411. Table 48 describes the
protocolrelated parameters
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Figure4-11ONVI g ep a

IP Camera @
el s FTP SMTP HTTPS Qos 802.1x SMMP ONVIF Flatform Access Multicast Param CGl Alarm Service Center
System v
Protocel Name OMNVIF
Network ~
Protocol Version v22.06
Settings
Protocol Software Version v22.06_build000528
Advanced Settings
Video/Audio . RTSP Format rtspy/fiprport/snl/live/cameraid/streamid
RTSP Example rtsp://192.168.0.120:554/snl/live/1/1
Image
Onvif UUID 094b5d40-e227-11ee-922f-001c27154575
Event
Storage
User Verification C
Onvif C
Profile G
Media2
Metadata Stream C
Image Event
Intelligent Analysis Switch
Onvif Only Https
Stream Only Https
Apply
Table 4-8 Parametersf protocotrelated
Parameter Description
Protocol Name Type of the access protocol.
Protocol Version Version number of the access protocol.
Protocol Software Software version number of the access protocol.
Version
RTSPFormat URL rule of Real Time Streaming Protocol.
RTSP Example URL example of Real Time Streaming Protocol.
Onvif UUID Universally Unique Identifier
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Parameter Description
User Verification When you select theser Verification check box, the

user name and password must be the same as tho
logging in to the device web page.

NOTE

When an ONVIFcompliant device connects to the
platform, you must authenticate the user name and
password to ensure the connection security.

Onvif EnableOnvif

Profile G EnableOnvif profile G

Intelligent Analysis | Enableintelligentaralysisswitch

Switch

Media 2 Enablemedia 2

Image Event Enableimage event

Intelligent Analysis Enableactive onvif

Switch

Onvif only Https Onvif canuse amore secure HTTPS mode for

connection, command interaction and video data
transmission, which are transmitted in an encrypteq
way to enhance network security

Stream only https

Step 2 Click Apply.

A confirmation dialog appears. Clickonfirm to restart the device and apply changes

4.2.8 SetPlatform Access

Description

UsePlatform Accessto connect the IP camera to a centralized management platform outside the
local network. This is useful when the device and the platform are on different network

You must prepare and configurelatform server in advance.
Ensure thaport forwarding or NAT mapping is set on the external network.

Procedure

Step 1 Navigate toSetting > Network > Advanced Settings > Platform Access
ThePlatform Accesspage is displayeds shown irrigure 412
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Figure 4-12P| ata& ¢ poag e

IP Camera =1 ® G 3
Live View Playback IVS Setting
ick Start
e SE TP SMTP  HTTPS  QOS SN ON Platform Access fulticast Param  CGI Alarm Service Center
System v
Platform Access ()
Network -~
Host Name
Settings
Port 4] (1~63333)

Advanced Settings

) i User Name

Video/Audio v

Password et
Image

Encrypt
Event
Storage

Apply

Step 2 Inputthe following connection parameters:

1 Host Name Enter the IP address or domain name oftkiernal platform server.
1 Port: Port used by the platform.
T User NameandPassword Credentials that match the

Basic Information

platform login.

D rai P2p

Step 3 When adding the IP camera to the platform, use the following information:

1 [P /1D / Domain Name Device ID of the IP camera.
1 Connection Mode ChooseDevice Active Registration

~+ AddDevice

P/ID/ domain name
Port
Default group 7
# Advanced setting
ction mode
AU

MDU

Save and New / Cancel
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& Device Info
Device ID 158888
Device Name || |v,_.
MAC Address 00:1C:27:15:88:88

Step 4 EnableEncrypt to secure the connection between the camera and the platform.
Step 5 Click Apply .
If the messag®BApply success!" appears, the settings are saved and applied.
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4.2.9 SetMulticast Parameters

Description

This section allows you to configure multicast streaming settings, including stream ID, video/audio
ports, and source addresses for efficient data distribution across mdtpasie networks.

Procedure

Step 1 Navigate taSetting > Network > Advanced Settings > Multicast Param
The Multicast Param page is displayedsshown inFigure 413. Table 49 describes
the parameters on tiulticast Param page.

Figure 4-13 Mu | t pacr agesia g e

IP Camera

Setting

Quick Start

TP MTP HTT Q 2. SNMP ONVIF Flatform Access Multicast Param CGl Alarm Service Center
System 4
Stream ID 1 hd
Network ~
Video Port 25330 (1025~65535)
Settings
Video Address 238.255.255.255
Advanced Settings
. . Audio Port 25430 (1025~65535)
Video/Audio v
Audio Address 238,255.255.255
Image
Source Port 25530 (1025~65535)
Event
Source Address 238.255.255.255
Storage
Apply
Table 4-9 Parameter description
Parameter Description Setting

Stream ID ID for the stream. [Setting method]
Select a value from the drdigt box.
[Default value]

1
Video IP address to [Setting method]
address receive video Enter a value manually.

multicast data. [Default value]

238.255.255.255

Video Port | Port for receiving | [Setting method]

video stream. Enter a value manually.
[Default value]

25330
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Parameter | Description Setting

Audio Port Port for receiving [Setting method]

audio stream. Enter a value manually.
[Default value]

25430

Source Port | Port for receiving | [Setting method]
source data.

Enter a value manually.
[Default value]
25530

Step 2 Click Apply .

A confirmation message will appear. Settitgjee effect after the device restarts.

4.2.10 SetCGIlAlarm Service Center

Description

When enabled, the device can send alarm messageQ@igCommon Gateway Interface)
through specifiedtart URL andEnd URL using theHTTP protocol. Alarm data is embedded in
theUser-Agent field of HTTP headers and forwarded to a configured CGlI server

Procedure

Step 1 Navigate toSetting > Network > Advanced Settings > CGI Alarm Service Cente
The page is displayeas shown ifrigure 414.
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Figure 4-14CGH asem vceopamg e

IP Camera

Quick Start

FTP SMTP HTTPS Qos 802.1x SNMP ONVIF Platform Access Multicast Param CGI Alarm Service Center
System v
CGl Alarm o©
Network ~
Alarm Type All v
Settings
Name
Advanced Settings
Type HTTP e
Video/Audio ~
URL Start
Image
URL End
Event
Proxy Setting c
Storage
Address
Port
Platform User Name
Platform Password e
Test the connection to the specifield HTTP server Test
Apply

Step 2 Click the toggle teenable CGI Alarm.
Step 3 Set the parameters accordingliable 410.

Table 4-10 Parametersf CGIl Alarm servicecenter

Parameter Description Setting
CGl Alarm Enable or disable CGI [Setting method]
alarmfunctionality. Click the button on
[Default value]
OFF
Alarm Type Enable or disable CGI [Setting method]
alarm functionality. Select a value from the drajpwn list
box.
[Default value]
All
Name Custom name for the CG| [Setting method]
alarm. Enter a value manually.
Type Protocol type for pushing| [Setting method]
the alarm (e.g., HTTP). | select a value from the drafpwn list
box.
[Default value]
HTTP

94 IssueV1.0 (202508-04)


javascript:objMenuTree.urlAction('ipc_CGIAlarm.asp',49);
javascript:objMenuTree.urlAction('ipc_CGIAlarm.asp',49);

IPC
Web Operation Guide

Configurethe Network Service

Parameter Description Setting
URL Start URL to which the alarm is Bshigg sethod]
Enter a value manually.
For example:
http://192.168.35.780/MajorAlarmTy
pe&MinorAlarmType&SourceName&
DevicelD&DevicelP&AlarmTime&De
scription
URL End URL to which the alarm ig [Setting method]
pushed at end. Enter a value manually.
For example:
http://12.168.35.780MajorAlarmTy
pe&MinorAlarmType&SourceName&
DevicelD&DevicelP&AlarmTime&De
scription
Proxy Setting Enable proxy for [Setting method]
forwarding CGl alarms. | cjick the button on
[Default value]
OFF
Address IP address of the proxy sg[Setting method]
Enter a value manually.
Port Proxy server por [Setting method]
Enter a value manually.
Platform User Namg Username for proxy [Setting method]
platform login. Enter a value manually.
PlatformPassword | Password for proxy [Setting method]
platformlogin. Enter a value manually.
Test the connection| Test if the device connect [Setting method]
to the specified to theproxy successfully. | click Test, if the device connects to tf
HTTP server proxy successfullythe messagTest
CGI darm successis displayed.

Step 4 Click Apply .

9 If "Apply success!" appears, the settings are saved.
9 If "Parameter is invalid" appears, check and correct the configuration.
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5 Configuration Video/Audio

5.1 Video
5.1.1 Set video

For detailed instructions on settingleo parameterplease refer t€hapter 2.5

5.1.2 Shapshot

Procedure

Step 1 Navigate taSetting > Video/Audio > Snapshat
The Snapshotconfiguration page is displayeds shown ifrigure 51.

Figure 5-1Snapec dufriagb a g a

IP Camera =X

Live View
Quick Start )
Video Snapshot ROl

System v
Resolution 1280x720 ~
Network v

Quality Mid e
Video/Audio ~
Video Apply
Audio
Image
Event

Storage

Step 2 Set the parameters accordingliable 51.
Table 5-1 Parameters ahapshotonfiguration

Parameter | Description Setting
Snapshot Chooseresolution of snapshot [Setting
Resolution method]

Select a value
from the drop
down list box.

[Default value]
1280*720
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Parameter | Description Setting
Snapshot Choose the quality of snapshot. [Setting
Quality method]
Click the
button
[Default value]
Mid

5.1.3 ROl Parameter

Procedure

Step 1 Navigate taSetting > Video/Audio > Snapshat
The Snapshotconfiguration page is displayes shownn Figure 52.

Figure 5-2 RO¢to n &1 r @ pai goen

IP Camera

Step 2 Set the parameters accordingliable 52.
Table 5-2 Parameters dROI

Parameter | Description Setting
Channel For general cameras, the default is channe| [Setting method]
For bispectruntameras, 1 ispticalchannel,| gglect a value from
2 is thermal channel. the dropdown list
box.
[Default value]
Streaml
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Parameter

Description

Setting

Stream

Stream ID

[Setting method]

Select a value from
the dropdown list
box.

[Default value]
Stream 1

Status

Enableor disablehe ROI

[Setting method]
Click the button
[Default value]
OFF

Area ID

ROl area ID

[Setting method]

Select a value from
the dropdown list
box.

[Default value]
1

Level

The visual effect of ROIThe higher the level
is, the clearer the ares; the more blurred
outside the area.

[Setting method]

Select avalue from
the dropdown list
box.

[Default value]
5

Area Name

The marked name used for areas.

[Setting method]

Enter a value
manually. The valug
cannot exceed 32

bytes.

Step 3 Click Draw to show theedframe, drag the four corneo$ rectanglego adjust the

position.

Step 4 Click Apply .

If the messag®Apply success!" is displayed, the settings have been saved.

5.2 Audio

5.2.1 Audio

Description

On this page, you can configuredio input and output settings, including type, volume, and
noise reduction

98
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Procedure

Step 1 Navigate toSetting > Video/Audio > Audia TheAudio Input page is displayeds

shown inFigure 53. Table 53 describes the parameters.

IP Camera

Figure 5S-3 Au d i o paid e

[=n

Live View

Quirelx s Audio Audio File
SR Audio Input o
Network
Audio Input Type Line In e
Video/Audio
Audio Input Volume - _o + | 50
Video
Audio Audio Output c
Image Audio Output Type External v
Event Audio Cutput Volume - —O 100
Storage
Voice Denciss
Apply
Table 5-3 Parametersf audio input
Parameter Description Setting
EnableAudio Indicates whetheto enable the [Setting method]
Input audio inputfunction. Click the button on to
enableaudio input
Audio Input Audio inputtypes include: [Setting method]
Type Line In/ Internal Select a value from the
An active audio input is drop-down list box.
required.
Audio Input Allows you to adjust thaudio | [Setting method]
Volume input volume. Slide the slider left oright.
[Default value]
50
NOTE
The value range
EnableAudio Indicates whetheto enable the [Setting method]
Output audio outpufunction. Click the button on to
enableaudio output
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Parameter

Description

Setting

Audio Output
Type

Microphone types include:
External

An active audimutput is
required.

Internal means the camera
own speaker.

[Setting method]

Select a value from the
drop-down list box.

Audio output
Volume

Allows you to adjust thaudio
outputvolume.

[Setting method]

Slide the slider left oright.
[Default value]

50
NOTE

The value ranges from O tg
100.

Voice Denoise

Reducesackground noise on
internal mic

[Setting method]

Click the button on to
enable

Step 2 Click Apply .

If "Apply success!" is displayedthe settings have been saved

5.2.2 Audible File (Feature available only on certain models)

Procedure:

Step 1 Navigate toSetting >Video/Audio > Audio > Audio File.
TheAudio File configuration page is displayeds shown ifrigure 54.
1 Volume for playback can be adjustedsatting > Video/Audio > Audio> Audio Output,
as shown irFigure 54.
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Figure 5-4 Au ebi fpa d e

IP Camera Cn @
Live View Playback
Quick Start . _—
Audio Audio File
System v
Files Schedule
Network v
1D File Name Cycle Number Operate
Video/Audio ~
1 Dangerous area. Keep away.wav 1 v LU
Video
2 Deep water. pay attention to safety.wav 1 v CC I
Audio
3 Do not touch valuables.wav 1 v (U
Image
4 Hello welcome.wav 1 v LU
Event ) ] o N
5 High altitude. No climbing.wav 1 v &
el 6 No parking in this area.wav 1 v &
7 Private area. No Entry.wav 1 v LG
8 Public area. No smoking.wav 1 ~ G
9 Warning area. Please leave as soon as po... 1 v SCI—
10 You have entered a monitoring area.wav 1 v &
Apply

Step 2 The interface provides a list of 13 default audio files. For &b;hyou can:

1 Set Cycle Number The number of times the file will play when triggered.
1 Test Playback Click the  (speaker icon)to listen to the file.

Step 3 To upload a custom audio file:
Click theUpload icon.
In the upload window, selectVdAV file from your computer.
File requirements:
Format:.wav
Size: less tha@50 KB
Bitrate: 128 kbps
Click Apply to upload the file.

=A =4 =4 4 -4 A 4

Step 4 . Click Apply to save the overall audio alarm configuration.
Step 5 CCVC Proceed to configure ttemed scheduleto define when audible alarms should
be triggered.
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6 Configuration Image

6.1 Configure Display

For detailedinformation please refer t€hapter 2.3.

6.2 Configure OSD

For detailedinformation please refer t€hapter 2.4

6.3 Configure the Privacy Mask

Procedure

Step 1 Navigate taSetting > Image > Privacy Masikng.
ThePrivacy Masking page is displayedas shown irfFigure 61.

Figure6-1Pr i vacy masking page

IP Camera

Quick Start

System ol

Network ¥ @
Video/Audio ¥ )
Image 0
Event

Storage

Privacy Masking List

D Name Type Color Status Operate

Step 2 Click Draw to display a red frame over the video preview. Drag the four corners of the
rectangle to adjust its position and size.
Step 3 Click Clear to removethe selectedrame.

L) noTE
1 The maximum maskable area depends on the device model (refest¢een tips).
9 You can mask up tfour areas.

1 To delete a masking areBick the corresponding ID in tHerivacy Masking List, then clickDelete
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Step 4 Set the parameters accordingliable 61.

Table 6-1 Parametersf privacy masking

Parameter

Description

Setting

ID

Identifier for each masking
area.

N/A

Name

Name for the masking area

[Setting method]

Click the name andnter a value
manually.

[Default value]
Blank

Type

Type ofprivacy masking

[Setting method]

Select a value from the drajown
list box.

[Default valué
Color Block

Color

Color ofprivacy masking

[Setting method]

Select a value from the drajown
list box.

[Default valué
Black

Enable

Indicates whether to enable
the privacy masking

[Setting method]

Select a value from the drajown
list box.

[Default valué
Yes

Delete

Delete gorivacy masking

[Setting method]

6. Select gorivacy masking from the
Privacy Masking List

7. Click Delete theprivacy maskingis
deleted successfully

Modify

Modify a privacy masking

[Setting method]

8. Select grivacy maskingfrom the
Privacy Masking List

9. Click a parameter and modify it.

10.Click Modify, theprivacy masking
is modified successfully

Step 5 Click Add to add privacy masking
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6.4 Configure Video Standard

Procedure

Step 1 Navigate taSetting > Image> Video Standard.
The Camerapage is displayed, as shownFigure 62. Set the video format
parameters according Table 62.

Figure 6-2 Camergpage

IP Camera @ {,:\AI
Playback WS
Cuzesa: Display osD Privacy Masking Video Standard
System v
Standard MNTSC h
Network ~
Refresh Frequency 60 A
Video/Audio v
Image Apply
Event
Storage
Table 6-2 Parametersf camera
Parameter Description Setting
Video System | The options are as follows: [Setting method]
PAL: Used in Europe and Select a value from the
China mainlandindia, drop-down list box.
Pakistanetc. [Default value]
NTSC: Used ilJSA, Japan | paL
South Korea, and Taiwan NOTE
Province of Chinaetc.
Whet her the v
be changed de
device model .
Video Refresh | The options are as follows: [Setting method]
Frequency 50 Hz corresponds to the | Follow the video
PAL system. standard.
60 Hz correspond to NTSC
system.

Step 2 Click Apply. If the messag&Apply success!" is displayed, the settings are saved.
(L) noTE

If the messag&The device will restart, are you sure to modify?" appears, confirm to proceed.
The system will restart and apply the new video standard.
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[ Config ure Event

Alarm linkage actions vary by camera model and hardware capabilities. Please refer to your specific
device documentation for supported features

7.1 Motion Alarm Linkage

Description
TheMotion Alarm page allows you to:

Enable or disable motiostetection.

Configure detection schedules and areas.

Link motion events to alarms (e.g., audible alerts, recordings, light signals).
Trigger notifications via FTP or SMTP.

= =4 =4 =4

When motion is detected within a predefined area and schedule, the camera gematates and
triggers the configured linkage actions.

Procedure

Step 1 Go toSetting > Event > Motion Alarm.
TheMotion Alarm page is displayedas shown irfrigure 71.

Figure 7-1Mot i on al arm page

Schedule

|| *
.

Step 2 Configureall parametersplease refer tdable 71.
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Table 7-1 Motion alarm parameters
Parameter Description Setting
Status Enables or disables motion [How to set]

detection.

Click Enableto enable.
[Default valug
OFF

Alarm Interval

Sets thdime interval (11800
seconds) during which repeate(
alarms are suppressed.

[How to set]
Input a value, 1~1800s

Sensitivity

Determines motion detection
sensitivity. Higher values detec
smaller movements but may
reduce accuracy.

[How to set]

Choose fronthe dropdown
list

[Default valug

5

Motion Detect

Enables or disables motion

[How to set]

playback (configured in
Setting > Video/Audio >
Audio File).

Stream detection. Click to enable
[Default valug
OFF
Output Channel Enables or disables motion [How to set]
detection. Click to selectanID.
Audible Alarm Triggers audio warning [How to set]

Click to enableAudible alarm
[Default valug
OFF

Alarm Record

Records alarntriggered video
to the SD card.

[How to set]
Click to enablealarm record
[Default valug

FTP server. FTP must be
configured.

OFF
SMTP Sends alarm notifications via | [How to set]
ema;!l. Sl\/(leP must be Click to enableSMTP.
conhigurea. [Default valug
OFF
FTP Upload Uploads alarm snapshots to ¢ | [How to set]

Click to enable=TP Upload
[Default valug
OFF
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Parameter Description Setting
Snapshot Uploads alarm snapshaad full [How to set]

screenmagesto SD card or
NAS. The SD card should be
inseredin advanceNAS should
be configued The result can be
searched ahe Snapshopage
for the detailsplease refer to
Chapter1.6 Snapshot

Click to enabléSnapshat
[Default valug
OFF

Flashlight Alarm

The camera should have
flashlight.

The light will be flashingduring
an alarm (only on supported
models).

[Setting method]

Click to enableFlasHight
Alarm

[Default value]

Flickers alternating red and blug
lights during an alarm (only on
supported models).

OFF
Whited Light The camera should have white | [Setting method]
Flickers white light during an | Alarm
alarm (only on supported [Default value]
models). OFF
Red and Blue The camera should have red a1 [Setting method]
Light Alarm blue light. EnableRed and Blue Light

Alarm
[Default value]
OFF

Step 3 EnableMotion Detect Streamif you want to visualize object tracking during motion

events.

Step 4 Configure Deployment Schedule

Method 1: Click and drag within the time grid (00:024:00) from Monday to Sunday.
Method 2: Click Select Allto apply fulktime deployment for all days.
Method 3: Set one day's schedule and click @@y iconto replicate it to other days.

Figure 7-2Co p y

Copy:
All

Man.
Tue.

Wed.
Thur.

Fri.

o Sat.

To delete all time slots, clicklear All.

To remove a specific time block, click it and then clidélete
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(os30] ~ 1000 (4

Configure the detection area.
Step 1 Press and hold the tefhhouse button and drag over the video preview to draw the
detection zone (see Figure3y.
Step 2 To remove an area, clicRlear.
Step 3 To disarm a specific block, click on the red grid square.

Figure 7-3 Mo t iaroesat tpa 0 ¢

m Clear

[ NnoTE

Click Clear to delete a detection are@lick the red block to disarm this area.
Step 4 If the messagBApply success!" is displayed, all configurations are saved successfully.

7.2 Alarm | n (Only for Some Models)

Description

When an external alarm is received throughataem input port , the device catrigger various
alarm linkages based on the configuration.

TheAlarm In page allows you to:

1 Enable or disable I/O alarm inputs
1 Configure schedules for alarm input monitoring
T Link inputs to other actions such as audible alerts, light warnings, or alarrdirgco

Procedure

Step 1 Navigate taSetting > Event> Alarm In.
TheAlarm In page is displayed, as shownFigure 74.
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Figure 7-4 Al airpma g e

IP Camera

Quick Start p - A
Motion Alarm Alarm In Alarm Out Disk Alarm Network Alarm Day/Night Switch Alarm Abnormal Sound Detection Push Message Flashlight Alarm Cutput

System &
Settings
Network &

Video/Audio - Alarm input ! v

Image Event Actions

Event
Name

Storage
Trigger Mode Connect ~
Status
QOutput Channel 1
Audible Alarm
IR Cut
Flashlight Alarm
Alarm Record
SMTP

FTP Upload

Snapshot

Schedule

Select All Clear All

Step 2 Set the parametess outlined inrable 72
Table 7-2 Parametersf I/O aarmlinkage

Parameter | Description Setting
Alarminput | ID of the alarminput channel. [Setting method]
NOTE Select a value from
Thamber dfmual & hmemprealds the dropdown list
the device model . box.

[Default value]

1
Name Alarm input channel name. [Value range]
0 to 32 bytes
Trigger The options are as follows: [Setting method]
Mode Connect An alarm is generated | Select avalue from
when an external alardevice is the dropdown list
connected box.
Disconnect An alarm is generated [Default value]
whentheexternal alarndevice is Connect

disconnected
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Parameter | Description Setting

Status When the device receives alamm [Setting method]
signak, the device sends the alarm Enable
information to an external alarm devic

[Default value]
OFF

Output Linkage theoutput channel alarm [Setting method]

channel device to send alarm information. Tick

Audible After enabling Audible Warning and | [How to set]

Alarm settingAudible Alarm Output, the buit| cjick to enable
in speaker of the device or connected| A ,dible alarm
external speaker plays warning sound
when an alan happens(set at the [Defaultvalug
fiSetting > Video / Audio > Audio OFF
Fileo)

IR Cut The camera should have IR light. [Setting method]
When an alarm occurghe devicewill Enable
openthelR light to sendalarm [Default value]
information OFF

Alarm The device will record alarm with SD | [Setting method]

Record card. Enable

[Default value]
OFF

SMTP When an alarm occurghe device will | [Settingmethod]
send mail. The mail parameters shoull g5pje
be setin advance.

[Default value]
OFF

FTP Upload | When an alarm occurghe device will | [Setting method]
sendalarminformationto FTP server Enable
The FTP parameters should beiset Default val
advance [Default value]

OFF

Snapshot Snapshot the image to SD cardNAS | [How to set]

Server. Click to enable
Snapshat
[Default valug
OFF

Flashlight | After enabling Flashing Light and [How to set]

Alarm setting the Flashing Light Alarm Click the button on.
Output, the light flashes when an alari Default val
event is detected. [Defaultvalug

OFF
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Parameter | Description Setting
White Light | The camera should have white light o [Setting method]
Alarm dual lights. Enable
When an alarm occurthe devicewill | pefault value]
flicker the white light. OFF
Red and The camera should have red dotde [Setting method]
Alarm When an alarm occurthe devicewill | pefautt value]
flicker alternatingred light and blue
light. OFF

Step 3 Setthe Deployment Schedulausing the same method as describeglease refer to

7.1 Step 4

Step 4 Click Apply. If the messageApply success!" is displayed, the settings are saved

7.3 Alarm Out (Only for Some Models)

Procedure

Step 1 Navigate toSetting > Event> Alarm Out.
TheAlarm Out page is displayed, as shownHFigure 75.
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IP Camera

Figure 7-5 Al a rum paatg e
& ® R

Live View Playback Snapshot

Quick Start
System
Network
Video/Audio
Image

Event

Storage

Motion Alarm Alarm In Alarm Out Disk Alarm

Settings
Alarm Output 1
Event Actions

MName
Valid Signal Close
Alarm Output Mode Switch Mode

Follow Source

Alarm Time{ms)(0:Continuous) 0
Schedule
Timing Alarm Cutput

Manual Control

[ o]
Apply

Step 2 Configurethe parameters accordingTable 73.

Table 7-3 Parametersf darmoutput

Metwork Alarm

Day/Might Switch Alarm

Parameter Description Setting
Alarm Ouput | ID of the alarm output channel. [Settingmethod]
NOTE Select a value from
Thamber of al ardepen @|the dropdown list
the device model. box.
[Default value]
1
Name Alarm output channel name. [Value range]
0 to 32 bytes
Valid Signal The options are as follows: [Setting method]
Close An alarm is generated whe| Select a value from
an external alarm signal is received.| the dropdown list
Open: An alarm is generated whe| POX.
no external alarm signal is received.| [Default value]
Close
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Parameter Description Setting
Alarm Ouput | When the device receives I/O alarm | [Setting method]
Mode signak, the device sends the alarm

information to an external alarm devic
in the mode specified by this paramet
The options include the switch mode
andpulsemode.

NOTE

If the switch mode is used, the alarm frequel
of the device must bthe same as that dhe
external alarm device.

If the pulsemode is used, the alarm frequen
of the external alarm device can be configurg

Select a value from
the dropdown list
box.

[Default value]
Switch Mode

Follow Source

Alarm output follows the dation of the
alarm source.

[Setting method]
Enable

[Default value]
OFF

Alarm Time
(mg) (O:
Continuou$

The status of alarm in is on.

Alarm output duration. The valu@
indicates that the alarm remaivalid.

[Setting method]

Enter a value
manually.

[Default value]

0

[Value range]

0 to 86400 seconds

Timing Alarm
Output

Enable timing alarm output, set the
scheduldo time alarr

NOTE

If therearetwo alarmoutputs this setting is only
valid for Alarm output 1.

[Setting method]
Enable

[Default value]
OFF

Manual Control

Control the alarm output.

N/A

Step 3 Click Apply. If "Apply success!" appears, the settings have been saved successfully

7.4 Disk Alarm

Procedure

Step 1 Navigate taSetting > Event> Disk Alarm.
TheDisk Alarm page is displayed, as shownHigure 76.
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Figure 7-6 D i sl ka pang e

IP Camera

e s ST Motion Alarm ~ AlarmIn Alarm Out ~ Disk Alarm  Network Alarm  Day/Night Switch Alarm  Abnormal Sound Detection  Push Message

System v
Network v

Alarm Interval 10 (10~86400)5
Video/Audio v

Qutput Channel 1
Image
Event Apply

Storage

Step 2 Click thetogglebutton onto enable disk alarm

Step 3 Configure theAlarm Interval. This sets how often the system triggers alarms fdr dis
issues. Enter a value in seconds (rangé8&800).

Step 4 Selectthe Out Channelnumber(Please refer to the actual product)

Step 5 Click Apply. When the messad@pply success!" appears, the configuration is saved.

7.5 Network Alarm

Procedure

Step 1 Navigate taSetting >Event > Network Alarm .
TheNetwork Alarm page is displayed, as shownrFigure #7.

Figure 7-7Ne t wab & pany e

IP Camera @ e
Playback Snapshot
Quick Start ) ) e
Motion Alarm Alarm In Alarm Qut Disk Alarm Network Alarm Day/Might Switch Alarm

System =7

MNetwork Card 1D 1 A
Network w7

Abnormal Alarm ‘ )
Video/Audio v

Alarm Interval 10 (10~86400)5
Image
Event Alarm Cutput 1
Storage Alarm Record

Snapshot

Step 2 Click thetogglebuttonto enableAbnormal Alarm. Thesystem will monitor the
network interface for abnormalities.

Step 3 Configure theNetwork Alarm Interval. Enter how frequently the system should check
for network errors.

Step 4 Selectthe Output Channelfor alarm notificationsY ou may also enablélarm
Recordif an SD card is installed

Step 5 Click Apply. A messagstating"Apply succesd" conforms that settings have been
saved.
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7.6 Day/Night Switch Alarm

Description

The Day/Night Switch Alarm function triggers an alert whenever the camera switches between
day and nightmodes according to the defined schedule

Procedure

Step 1 Navigate taSetting > Event> Day/Night Switch Alarm.
The Day/Night Switch Alarm page is displayed, as shownHigure #8.

Figure 7-8 Day/ Ni ght switch alarm

IP Camera

uick Start
Q Motion Alarm Alarm In Alarm Out Disk Alarm Network Alarm Day/Night Switch Alarm Abnormal Sound Detection Push Message Flashlight Alarm Output

System v

Network v

Video/Audio v stat o
s Output Ch: 1
Event Alarm Record O
Storage sMrTe

FTP Upload

Snapshot o©

Schedule

Select All Clear All

Apply

Step 2 Click the toggle teenable Day/Night Switch Alarm
Step 3 Configure thealarm schedule
Define the specific time ranges during which the alarm should be active.
Step 4 EnableAlar m Record if you want the event recorded to an SD card.
Toggle the switch to activate.
Step 5 EnableSMTP if you wish to receive an email notification.
SMTP must be configured undsetwork > Advanced Settings > SMTP
Step 6 EnableFTP Upload to send alarm data to an F§erver.
FTP must be preonfigured in system settings.
Step 7 EnableSnapshotto save to SD card or NAS.
NAS must be preonfigured instoragesettings.
Step 8 Click Apply.
When the messag@pply success!" appears, the settings are successfully saved.
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7.7 Abnormal Sound D etection (Only for Some Models)

Description

The camera is equipped with a baitmicrophone or supports external audio input (Line In). On
the Audio Abnormal Detection page, you can perform the following actions:

1 Enable theAbnormal Sound Detectionfunction.
1 Set the schedule during which abnormal sound detection is active.
1 Configure the alarm output channel for abnormal sound events.

When this function is enabled and a sudden rise or drop in audio levels is detected during the
scheduled time, the oeera triggers an alarm and executes the corresponding linkage actions.

Procedure

Step 1 Navigate toSetting > Event> Abnormal SoundDetection
The Audio Abnormal Detection page is displayed, as shownFigure 79.

Figure -9 Audi o abnorpagle det ection

IP Camera

Quick Start . . . .
Motion Alarm Alarm In Alarm Out Disk Alarm Metwork Alarm Day/Night Switch Alarm Abnormal Sound Detection

System ~
Settings
Network he

Video/Audio ~ Stalus [ @]
Image Sudden Rise ()
Event Rise Sensitivity -0 + 3
Storage Rise Threshold - —) + 710
Sudden Drop
Event Actions
Output Channel 1
Alarm Record ()
SMTP
FTP Upload
Snapshot ()

Schedule

Select All Clear All

Step 2 Click thetogglebuttonto enableAudio Abnormal Detection
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Step 3 Enable either or both of the following:
Sudden Rised detects sharp increases in sound level.
Sudden Dropd detects sharp decreases in sound level.
Step 4 Select theDutput Channelfor triggering the external alarm
Step 5 Click thetogglebutton on to rableAlarm Record, SMTP, FTP Upload, Snapshot
Step 6 Configure theSchedule(deployment timg For details about va to setSchedule
please refeto 7.1 Step 4

7.8 Push Message

Description

When alarms are triggered, a notification can be pushed to the mobile app (if the device is
connected to and managed through the.app)

Procedure

Step 1 NavigateSetting >Event > Push Message
ThePush Messag@age is displayed, as shownFigure7-10.

Figure 7-10Pu sn@ s spa@@e

IP Camera

Quick Start M. 0
Motion Alarm Alarm In Alarm Out

System v
Push Message O
Netwerk © The Alarm Notficatians Will be Pushed to The Mosile Anp If Tre Device is Managed by App.
Video/Audio v

Apply
Image

Event

Storage

Step 2 Click Apply. A message statintApply success!" will confirm the configuration is
saved.

7.9 Flashlight Alarm Output (Only for Some Models)

Step 1 Go toSetting > Event> Flashlight Alarm Output interfaceandset the schedule to
enable flashlight alarm, as shownrFigure 711.
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Figure 7-11Fl as hl i gahge al ar m

Quick Start
System
Network
Video/Audio
Image
Event

Storage

Step 2 Configure theAlarm Duration andFlicker Interval .
Step 3 Set theManual Control Duration :
Click Start to turn on the flashlight manually for the set time.
Click Stopto end the flasight operation manually.
Step 4 Set theScheduleto determine when the flashlight alarm should be active.
Step 5 Click Apply.
The messag®Apply success!" confirms the settings are saved.

7.10 White Light Alarm Output

This alarm requires thBay/Night modeto be set tiNight, and the light type to b&® LED or

None When triggered, the camerads white |ight

Step 1 Navigate toSetting > Event> White light Alarm Output . TheWhite Light Alarm
page appearss shown imable 83.

Figure 7-12Wh i t ea |l apegthe

Quick Start
System
Settings
Network
Video/Audio
Image
Event

Storage

Schedule

Step 2 Set theAlarm Duration & the length of time the white light stays on after an alarm is
triggered.
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Step 3 Set theDeployment Scheduled specify when the whitéght alarm should be active.
Step 4 Click Apply .
The messag®Apply success!" indicates the settings are stored.

7.11 Red and Blue Light Alarm Output

When enabled, the camera flash#ernating red and blue lightsupon alarm triggers. This
feature is available onlgn supported models.

Step 1 Navigate taSetting > Event> Red and Blue lightAlarm Output . TheRed and Blue
Light Alarm page appearss shown imable 83.

Figure 7-13Red and ablaoremt gaigee ht

Quick Start
System
Network
Video/Audio

Image

Storage

Apply

Step 2 Set theAlarm Duration & controls how long the lights remain active during an alarm.
Step 3 Choose thélicker Frequency:
High
Mid
Low
Step 4 Set theManual Control Duration:
Click Start to activate the alarm manually for the defined duration.
Click Stopto end manual flashing.
Step 5 Define theDeployment Scheduled specify when the red/blue light alarm should be
active.
Step 6 Click Apply.
The messag®Apply success!" confirms the settings have been saved.
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8 Configure Storage Function

(L) noTE

Some models do not support SD cards. If unsupported, recording functionality will be disabled. Please refer to the
specifications of your actual device

8.1 Record Strategy

You canconfigure the scheduled recording, alarm recording duration, audio recording, storage
rules, and stream selection.

Procedure

Step 1 Navigate toSetting > Storage> Record Strategy.
TheRecord Strategy page is displayed, as shownHigure 81.

Figure 8-1 Re c otrrda pse g &

IP Camera

Quick Start ) )
Record Strategy Record Directory SnapShot Paolicy

System <7

Schedule Record ()
Netwark >

) B Alarm Post Record” 10 (0~86400)s

Video/Audio ~

Record Audio
Image

Record Rule Overwrite ~
Event
Storage Stream Name stream h

] 2 4 6 ] 10 12 14 16 18 0 2 E

Select All Clear All

Step 2 Configurethe parameters accordingTable 81.
Table 8-1 Parametersf recording policy

Parameter Description Setting

ScheduleRecord | Enables timebased recordin | [Setting method]

Click the button on to
enable schedule record.

[Default value]
OFF
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Parameter

Description

Setting

Alarm Post Record

Time in seconds toontinue
recording after an alarm.i(0
86400 sec)

[Setting method]
Enter a value manually.

Record Audio

Records audio along with vide

[Setting method]

Click the button on to
enable record audio

Record Rule

Rule for saving recordings. Th|
optionsare as follows:

Cycle Store: Saves
recordings in cycles.

Save Days Duration (in
days) for saving a recording.
The duration can be a
maximum 0f99999days.

NOTE

The
not

VWahdecates th
overwritten.

[Setting method]

Select a value frorthe
drop-down list box.

Stream Name

Specifies the stream used for
recording.

[Setting method]

Select a value from the
drop-down list box.

Step 3 Configure theSchedule(deployment time Refer to sectiofd.1 Step 4

Step 4 Click Apply.
I f

| f ot her

nmelses a g e

i nformati on

8.2 Record Directory

Description

"Appppyesnuscesastlt'i ngs
cerdespl myed,

saved
set

ar e

t he

succe
par

Recording can be saved to &D Card, FTP, or NAS (Network Attached Storage), depending on

your device model

Procedure

Step 1 Go toSetting >Storage> Record Directory.
TheRecord Directory pagewill appear as shown irFigure 82.
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IP Camera

Figure 8-2Recor d di

rectory page

Quick Start
System
Network
Video/Audio
Image

Event

Storage

Total Space(MB)

59520

Step 2 Set the parameters accordinglable 82.

Free Space (MB) Threshold(%) Tips Operate
36800 100
0 100 N/A

0 100 N/A

Table 8-2 Parameteref Recad directory

Paramete | Description Setting

r

Disk Type | Recording device type (e.g., SD cal [Setting method]
FTP, NAS). The parameter cannot be

Disk ID Identification number of the disk. | S€t manually.

Group ID | Group assignment ID.

Enable Enables selected storage.

Total Total capacity of the storage device

Space

(MB)

FreeSpace| Remaining usable spa

(MB)

Alarm Triggers alarm when used space

Threshold | exceeds this threshold.

(%)

Status Shows connection status of the
storage device.

Step 3 Click Modify to update directory parameters.
(See Figure 8).
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Figure 8-3Record path modi fy

-

Record Strategy Record Directory

Record Path Modify

5D Card O

Disk ID 1

Total Space(MB) 59520

Threshold 100 {1~100)

Cancel Format

8.2.2 Configure the SD Card

Procedure

Step 1 Go toSetting > Storage > Record Directory
Step 2 Select SD Card, then click the edit icon.
Step 3 Set parameters as peable 83.

Table 8-3 Parametersf SD cardrecording

Parameter Description Setting

SD Card Enables SD card recordir | [Setting method]
Click button to enable SD card.

Disk ID Identifier of the SD cart N/A

Total Total disk capacity [Setting method]

Space(MB) The parameter cannot be set
manually.

Alarm Threshold| set alert threshold for used dg&tén@anethod]

(1-100) Enter a value from-100.

Step 4 Click Apply .
MessageApply success!" confirms the settings are saved.

8.2.3 Configure the FTP

Procedure

Step 1 Step 1:Navigate taSetting > Storage > Record Directory
EnsureSD card type is OFF

Step 2 Step 2:Choose~TP and click theedit icon.
TheFTP Record Path Modify page appears (see Figurd)8

IssueV1.0(202508-04) 123



ConfigureStorage Function

IPC

Web Operation Guide

Record Strategy

Figure 8-4F TR copatdo di fy page

Record Directory

Record Path Modify

FTP

Mode

IP Address

Port

Path

User Name

Password

Total Space(MB)

«©

FTP v
192,168.0.209

22

! (Composed of numbers, letters, and underscores starting with / or'y)

Administrator

Step 3 Set the parameters accordinglable 84.

Table 8-4 Parametersf FTPrecording

Parameter Description Setting
FTP Enables recording to an FTHSetting method)]

Enable
IP Address IP address of FTP server. | [Setting method]

Enter avalue manually.
Port Communication port for FT| [Setting method]

Enter a value manually.
Path FTP Directory path to store | [Setting method]

recordings. Enter a value manually.

User Name FTP serveeccount [Setting method]

Enter a valuenanually.
Password FTP servepassword [Setting method]

Enter a value manually.
Confirm Confirm the password. [Setting method]

Enter a value manually.
Free Space Available space on FTP | [Setting method]
(MB) Server. Enter a value
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Parameter Description Setting

FTP over SSL / Available space on FTP [Setting method]
TLS (FTPS) server. Tick

Step 4 Click Apply. A message statinti\pply success!" confirms your settings

8.2.4 Configure the NAS

Procedure

Step 1 Navigate toSetting > Storage > Record Directory
EnsureSD card type is OFF
Step 2 ChooseNAS and click theadit icon.
TheNAS Record Path Modify page is displayed (see Figur&g

Figure b NASecropathiodi fy page

Record Strategy Record Directory

Record Path Modify

MAS
P Address
Path
User Name
Password et
Confirm et
File Systam cifs
Cancel Modify

Step 3 Set the parameters accordingliable 85.
Table 8-5 Parameteref NAS recording

Parameter Description Setting
NAS Enables video storage to N{[Setting method]
Enable
IP Address IP address afhe NAS [Setting method]
server. Enter a value manually.
Path IP address oNAS device [Setting method]
Enter a value manually.
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Parameter Description Setting
User Name NAS deviceaccount [Setting method]
Enter a value manually.
Password NAS devicePassword [Setting method]
Enter a value manually.
Confirm Confirm the password. [Setting method]
Enter a value manually.
File System Choose between CIFS and| [Setting method]
NFS protocols. Choose from droalown list.
[Default value]
cifs

Step 4 Click Apply.

The messag®Apply success!" confirms the settings have been stored

8.3 Snapshot Policy

Description

For scheduled snapshots, you shandble the snapshot policy at this interfadee 1/5 size of the
SD card will be deployed for snapshottifigis section is up to save 20000 images. Some models
only support 1000 images. Please refer to actual praducts

Procedure

Step 1 Go toSetting >Storage> Snapshot Policy

The Snapshot Policypage will appearas shown irFigure 86.
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Figure 8-6 Sn a p goH dptayg e

IP Camera

Quick Start i - )
Record Strategy Record Directory SnapShat Policy
System g
Settings
Network =7
Video/Audio ~ Snapshot ©
Image Snapshaot Interval 5 (1-60)S
Event Schedule
[ 2 [ 6 8 10 12 1 16 18 2 2 ]
Storage Sun. o

Select All Clear All

Step 2 Enable snapshot. Set the interthe camera will snapshatpanoramic image at this
interval

Step 3 Set the schedulenly during thearmed time, the camera will snapstiot schedule

Step 4 Click Apply. The messag&\pply success!” confirms the settings have been stored.

IssueV1.0 (202508-04) 127



IVS Settings

IPC
Web Operation Guide

O IVS Settings

9.1 Configure Deep Learning
9.1.1 Al Multi -Target

Step 1 Navigate tdVS > DeepLearning > Al Multi -Target. The Al Multi -Target to set

page is displayeds shown in Figure-9.
Figure 9-1 A IMu |-Ttair gppete

IP Camera

© AlMultiTarget
Basic Settings
Face Detection C
Fullbody Detection O
Vehicle Detection O
Human Detection Attributes [ @)
Vehicle Detection Attributes c
Frame Mode OFF b
Detection Area
Confidence Coefficient Low ¥
Face Pixel Min 1
8ody Pixel Min 1 1~1000
Vehicle Pixel Min 1 1~1000
Cutout Quality Highest i
Cutout Mode Timer v
Upload Cutout Interval 5
FTP Upload Cutout
FTP Upload Full image
Snapshot D
Algorithms Library Version v2.2.0_20250418

Table 91 lists theAl Multi-Targetparameters
Table 9-1 Parametersf Al Multi-Target

Parameter D escription How to set
FaceDetection Enables face capture when a person app
: . : Enable
in the live video.
Full bodyDetection |Enables fulbody capture when a person Enable
appears.
VehicleDetection Captures vehicle when it appears in the
: Enable
video feed.
Human Detection Detect human body attributes, capture ar Enable
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Parameter D escription How to set
Attributes display human body attributes.

Target:face,human body

Gender: Male, Female

Age: Child, Youth, Middle AgeElderly
Glassesworn, not worn

Hats: regular hat, safety helmet, not worr|
Bag:backpack, no backpack

Top Coalors: blue, yellow, black, white,
green, red, gray, brown, pink, purple,
colored

Top Styles: shorsleeved, longsleeved

PantsColors: blue, yellow, black, white,
green, red, gray, brown, pink, purple,
colored

PantsStyles: shats, pants, skirts
ReflectiveClothing: worn or not worn

Vehicle Detection
Attributes

Detect vehicle attributes, capture and
display vehicle attributes.

Vehicle Colors: blue, yellow, black, white,
green, red, gray, brown, gold, orange

Vehicle Types:car, sport utility vehicle,
box truck, pickup truck, truck, constructio
vehicle, multipurpose vehicle, bus, mini
truck, sports car

Direction: forward, backward

Enable

FrameMode

Display box style in live view: Full Frame,
FourCornerFrame Mosaic, or OFF.

Full frame:

FourCornerFrame:

Choose from
drop list.

Detection Area

Shows detection area on the live video f

300

Below this value, faces aren't captured.

Confidence Sets detection confidence (High, Mid, Choose from
Coefficient Low). Higher = better accuracy. droplist.
FacePixel Min (1- Minimum face pixel for capturel( 300). Input a value

rangel to 300
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Parameter D escription How to set
Body Pixel Min (1- | Minimum full-body pixel for capture :g‘r’l;ﬁ t‘(’) alue
1000 i

) (17 1000). 1000
VehiclePixel Min (1- | Minimum vehicle pixel for capturel( Input a value
1000) 1000). rangel to

1000
CutoutQuality Snapshot quality: Low, Mid, High. Choose from
drop list.
CutoutMode Cut-out capture mode: Timing or Choose from
Optimal. drop list.
UploadCutout Time interval between snapshots in Timir Input a value
Interval mode (110 seconds). rangel to 10

FTPUploadCutout |Uploads snapshots to FTP (configured
underConfiguration > Network Service > | Enable

FTP).
FTP UploadFull Uploadsthe entire image to FTP Enable
Image
Snapshot Snapshot the image to SD card or NAS. | enaple

Step 2 Set thedeployment scheduleRefer toSection7.1 Step 4
Step 3 Click Apply. The messagé&Apply succeed!" confirms that settings are saved.

9.2 Configure Intelligent Analysis
9.2.1 Intrusion
Description
Generates an alarm when a target (person or vehicle) ertefised detection area.

Procedure

Step 1 Go tolVS > Intelligent Analysis > Intrusion.
Thelntrusion Settings page appears (see FigurP
Step 2 Set the intrusion parameters as listed below.
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Figure 9-21 nt r s $ ispamgge

IP Camera

@© intrusion  SmartMotion  SingleLine Crossing  Double Line Crossing  Multi-Loitering ~ Wrong-Way

Basic Settings
Status ()
Alarm Interval 10 (1~1800)5
Sensitivity - —_—
Limit Type
Area Listings
Status Area ID Min Max
U 1 42 x 50 85 x 50
Event Actions
Output Channel 1
Audible Alarm
Flashlight Alarm
Alarm Record ©
SMTP
FTP Upload
Snapshot 0

Schedule

Step 3 Set all parametersf intrusion Table 92 describes the specific parameters.
Table 9-2 Intrusionparametedescription

Parameter | Description Setting

Status Enables the intrusionalarm. [How to set]
Click thebutton on
[Default valug

OFF
Alarm Time interval (in seconds) during which| [How to set]
Interval identical alarms will not be repeated (1 | |npyt a value,
1800s). 1~1800s

Sensitivity | Higher sensitivity increases detection | [How to set]
reduces accuracy. Choose from the
drop-down list
[Default valug

5
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Parameter | Description Setting
Limit Type | Choose detection target: Person, Car, ¢ [How to set]

Both.

Click the button on
[Default valug
OFF

Area Listings

Set the areas will show in listings. Tick
the status, the min and max detecting 3
show on area, you can drag the point tg
adjust the size of the detecting area, or
modify the value directly.

[How to set]

Set the detecting
area

Output If you check to set th@©utput Channel [How to set]
Channel andthe device is connectéd an externall cjick to selectan
alarm indicatorthe alarm indicator ID.
signals vihen an alarm is triggere@nly
for Some Models.
Audible After enabling Audible Warning and [How to set]
Alarm settingAudible Alarm Output, the buHin | cjick to enable
speaker of the device or connected Audible alarm
external speaker plays warning sounds
when an alarm happer(set at the [Defaultvalug
fiSetting > Video / Audio > Audio OFF
Fileo).
Alarm The device will record alarm with SD | [How to set]
Record card. Click to enable
alarm record
[Default valug
OFF
SMTP Enable the button to enal#MTP serve. | [How to set]
Click to enable
SMTP.
[Default valug
OFF
FTP Upload | Enable the button to enalfide Transfer | [How to set]
Protocol Click to enable
FTP Upload
[Default valug
OFF
Snapshot When enabled and the alarm is triggerg [How to set]

the camera sapshot the image to SD cal
or NAS server

Click to enable
Snapshat

[Default valug
OFF
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Parameter | Description Setting
Flashlight After enabling Flashing Light and settin{ [How to set]
Alarm the Flashing Light Alarm Output, the Click the button on
light flashes when an alarm event is Default val
detected. [Detault valug
OFF

White light | When theDay/Night mode is chosen [How to set]
Alarm Night mode, and the light iR LED or | cjick the buttoron.
NONE, this linkage action is valid.

Enable to white light alarm when it
triggers the alarm, the white light will be
on. Only for Some Models.

[Default valug
OFF

Red and Blug The camera should have red and blue | [Setting method]

When an alarm occurs, the devig# Blue Light Alarm
flicker alternatingred light and blue light{ pefault value]
OFF

Step 4 Seta ceploymentarea
To configure the detection area:

Step 1 Move the cursorto the drawing interface.

Step 2 Click to create a poin® this marks the starting vertex of the area.

Step 3 Move the cursor and click againto create the next point, forming a line segment.
Step 4 Repeatthis process to form a polygon that outlines the detection area.

Step 5 Once your shape is completight -click to finish the drawing.

Note:
1 Lines cannot intersect each other.
1 Each shape can haue to 8 sides

1 You can drawup to 8 separate detection areas

SeeFigure 9-3 for a visual reference of the drawing interface.
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Figure9-3De p | o wnesart ttpa 0 g

9.2.2 Smart Motion

Description

Smart motion detection generates an alarm when specified target @lgactsas people, vehicles,
or botl® move within a predefined area

Procedure

Step 1 Go tolVS > Intelligent Analysis > Smart Motion. The Smart Motion settingspage
appearsas shown irFigure 94.
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Figure 9-4 Smar t smb tspame

IP Camera

@© intrsion  SmartMotion  Single Line Crossing  Double Line Crossing ~ Multi-Loitering ~ Wrong-Way  Area People Limit  Perimeter Detect  Running Detection  Fall Detection  Fight Detection  General Parameters
Basic Settings 2025
Status [ @)
Alarm Interval 10
Sensitivity - —) s
Limit Type
Area Listings

Status Area ID Min Max

1 42 x 50 85 x| 50

Event Actions

Output Channel 1
Audible Alarm

Flashlight Alarm

Alarm Record

SMTP

FTP Upload

Step 2 Configureall parametersRefer tosection9.2.1 Step 3or details
Step 3 Define thedetection area

1 Move the cursor to the live view.

1 Click to place the first point.

1 Continue clicking to form a polygonal area.
1 Right-click to finish drawing.

ﬂ;ﬂ NOTE

1 Linesmust not intersect
1 You can draw a shape with up8asides
1 You can define up t8 deployment areas
Step 4 Setthedepbymenttime. Referto 7.1 Step 4
Step 5 Click Apply. A message "Apply success!" will confirm that the settings Hepen
saved

9.2.3 Single Line Crossing

Description

Single line crossing detection monitors a virtual line placed in the camera's field of view. An alarm
is triggered when a target (such as a person or vehicle) crosses the line in a specified. direction
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Procedure

Step 1 Go tolVS > Intelligent Analysis > Single Line Crossing
The Single Line Crossingsettings page appeaes shown irfFigure 95.

Figure 9-5Si nlgil ree wertotsisngr g ac e

IP Camera

@© intrusion  SmartMotion  SingleLine Crossing  Double Line Crossing  Multi-Loitering ~ Wrong-Way ~ Area People Limit  Perimeter Detect  Running Detection  Fall Detection  Fight Detection  General Parameters

Basic Settings

Status o
Alarm Interval 10 1~1800)S
Limit Type
Event Actions
Output Channel 1
Audible Alarm [ @)
Audible Alarm File | Dangerous area. Keep away.wav %
Flashlight Alarm o "
Reverse v ‘ T Clear
Alarm Record O S —
SMTP
FTP Upload
Snapshot o

Schedule
Sun.

Ess--——- ey
won.
oy
weo.
-
-
.

Step 2 Set allparameters ahesingle line crossingplease refer t8.2.1 Step 3
Step 3 Draw and configure the crossing line:

1 Hold down thdeft mouse buttonand draw a straight line.

1 Release the button to create the single line crossing.

1 Click the line to select it (it turns red when selected).

1 Set the directionPositive, Reverse or Bidirectional.

1 To reposition the line, drag from either endpoint

1 Right-click to delete the lineas shown irFigure 96.
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Figure9-6Depl oy ment amreea setting p

T

‘ Reverse v ’ T Clear

ﬂ;_g] NOTE
91 Draw the line toward the center of the screen for better recognition timing.
1 Ensure the line is long enoughort lines may miss detection, especially for targets
recognized by foot position.

Step 4 Setthedepbymenttime. Referto section7.1 Step 4
Step 5 Click Apply. A message "Apply success!" will confirm that the settings have been

saved.

9.2.4 Double Line Crossing

Description
Double line crossing defines two virtual lines in thenitared area. An alarm is triggered when a
target (such as a person or vehicle) crosses both lines in a specific direction addisdene 1,

then Line @ within a predefined time frame

Procedure
Step 1 Navigate tdVS > Intelligent Analysis > Double Line Crossingto access thBouble
Line Crossing setting interface, as shownhigure 97.
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Figure 9-7Dou i ln@e o s seitntghnhg@r f ac e

IP Camera

Area People Limit Perimeter Detect Running Detection Fall Detection Fight Detection General Parameters

@© intrusion  SmartMotion  Single Line Crossing  Double Line Crossing  Multi-Loitering

Basic Settings

Status [ @)
Alarm Interval 10 1~1800)S
Limit Type

Event Actions

Output Channel 1
Audible Alarm
Flashlight Alarm

Alarm Record

SMTP

FTP Upload

Snapshot c
Schedule

Sun.
Mon.

Select All Clear All

Step 2 Set allparameters ahedoubleline crossingplease refer t8.2.1 Step 3
Define thedeployment area.
1 Drawing lines: Hold down thdeft mouse buttonand draw two lines in sequence. Release to
generate two virtual fences labeled "1" and "2."
1 Setting direction: Click on either fence (it will turn red when selected). Chdessitiveor
Reversedirection from the drojown.
1 Editing lines: Drag the endpoints to adjust the size or positioghRilick to delete a lineas
shown inFigure 98.

Figure 9-8 De p | o wrnesart tispargge
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ﬂ;_g] NOTE
1 The system recognizes a valid crossing onWiitual Fence 1is crossedefore
Virtual Fence 2
1 Draw the fences toward tleenter of the screen to ensure the target is fully recognized
before crossing.
1 The fencdength must be sufficientfor reliable footbased detection.
1 Direction cannot be manually adjusted other than BcsegReverse

IVS Settings

Step 3 Setthedeplbymenttime. Referto Section7.1 Step 4
Step 4 Click Apply. A message saying "Apply success!" confirms that the settings have been

saved.

9.2.5 Multi-Loiter ing

Description
Multi-loitering detection triggers an alarm when multiple targets (e.g., persons or vehicles) remain
in a defined area longer than a specified minimum loitering.time

Procedure
Step 1 Navigate tdVS > Intelligent Analysis > Multi -Loitering to access th#ulti -
Loitering setting interface, as shownkigure 99.

Figure 9-9 Mu |-Ltoii t st itpa® ¢

Basic Settings

Event Actions

Step 2 Set allparameters aiulti-loitering, please refer t®.2.1 Step 3
Step 3 Set a deployment area

1 Move the cursor andick to define points.

1 Click again to add vertices and create a polygon.

1 Right-click to complete the shapas shown ifrigure 910.
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Figure 9-10De pimne mrt esat tspargge

[EQ] NOTE

1  ALines cannot cross each other.
1  You may define up to-8ided shapes.
1 A maximum of 8 deployment areas is supported.

Step 4 Setthedepbymenttime. Refer to sectiofi.1 Step 4
Step 5 Click Apply. Thehe system will save the configuration and display "Apply success!

9.2.6 Wrong -Way

Description

Wrong-Way monitors directional movement within a designated area. An alarm is édygien a
target (such as a person or vehicle) moves in the opposite direction of the configured travel path

Procedure

Step 1 Navigate tdVS > Intelligent Analysis > Wrong-Way to access th&/rong-Way
settings interface, as shown Higure 911
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Figure 9-11 Wr o-fVg ge t tspargee

IP Camera

Event Actions

Step 2 Set allparameters diVrong-Way, please refer 18.2.1 Step 3

Step 3 Define thedeployment area
1 Move the cursor on the video interface and click to create a point.

1 Continue clicking to form lines and enclose a custom shape.

1 Right-click to finish the area drawing.
M Use thearrow tool within the field to define the reverse direction of traasl shown in

Figure 912.
Figure 9-12De p ne mrt esat tin tnegr f ac e

[EQ] NOTE

9 Linesmust not intersect or the drawing will fail.
1 A maximum of 8 sides per shapandup to 8 zonesare supported.

Step 4 Setdepbymenttime, please refer t@.1 Step 4
Step 5 Click Apply. The system will save your settings and display the mes#quydy

success!".
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